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/ Security Solutions Engineer- Proxy & Cashe \
(Ref: 526460)

© Very good understanding of networking
(TCP/IP. routing OSPF, switching)

m Very good understanding of application & network
securty concepts & technologies

@ In depth experience of Bluecoat proxies and prefer-
ably BCCPA & BCCFP cerified.

B Good knowledge of Bluecoat (or else) reporting
systerns [Reporter), management systems (Director),

| content delivery network (CDN), data leckage
prevention (DLP) and cloud computing.

B Scund understanding of service design especially
validation, testing and release management.

B Hands- on experience in analyzing architecture and
building proposails.

B Ability to write technical documentation for opera-
tions, sales and marketing.

working knowledge routing, load balancing and

VEsiliencyt

/ Mobility Operation Engineer
(Ref: 525906)

B Working experience in roufing and VPN configuration.

B Very good understanding of traffic security technolo-
gies and products in particular IPSec using Nortel

B Confivity & 551 using Juniper SSLVPN; JNCIA-SSL is a
plus.

B Working experience in authentication systems and in
particular in RADIUS, TACACS, AAA & PKls.

B Very good understanding of host firewalls Antivirus
and HIPS notably from BigFix.

B Excellent understanding of IT & networking fundamen-
tals.

B Good understanding of remote access technologies
and mobility technologies.

B Good understanding of Unix/ Linux and certification is
a plus.

B Good understanding of ML incident & change

v
S

/ Security Solutions Engineer- Intrusion De*teclior\
[Ref: 526461)

1 Very good understanding of networking
[TCF/IR routing OSPF, switching)

i Very good understanding of application & network
security concepts & technologies

& In depth experience of Juniper IDP sensors and
preferably JNCIA -IDP cerified.

B Good Knowledge of security event & incident
management systems (Archsight] and working
experence in developing signature and tuning
sensors as well as investigating security incidenta.

B Sound understanding of service design especially
validation, testing and release management.

© Hands- on experience in analyzing architecture and
building proposals.

&1 Ability to write technical documentation for opera-
tions, sales and marketing.

management processes.

N\ /

@ working knowledge routing, load balancing and

Qesiliencv.

ﬂnfemal Security Engineer
(Ref: 527064)

B Very good understanding of infomnafion security
concepts and mainly access confrol domain.

B Very good understanding of networking (TCFP/IE
routing OSPF, switching)

B 'Working experience in adminisiration and manage-
ment of firewalls & proxies (as security not accelera-
fion devices) notably Checkpoint FWs & Bluecoat
proxies.

B Knowledge and practice of Windows & Unix systems
administration reguired

1 Knowledge of security technologies such as Authenti-
cation, Encryption, PKI, Anti- Virus, Firewalls and
Intrusion protection.

B Pracfice of network and security support & operations

N

@ Cerfification in security products is a plus.

B Very good understanding of [MTIL processes and
Vnﬂinhr change management process.

appreciated.

Chek the jobs in http://jobs.orange.com

Or email osama.hijji@orange.com
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ARP Request
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Figure 1. Wireless/Security Cracking Techniques
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Figure 2. ARP Request Replay Attack Process Flow
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Figure 5. Fragmentation Attack Process Flow
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Figure 6. WPA/WPA2 Attack(s) Process Flow
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HTML Methods

IMG SRC IE

<script>

var post data = ‘name=value’;

var xmlhttp=new ActiveXObject(“Microsoft.
XMLHTTP);

SCRIPT SRC

<scriptsrc ="http://ost/?command”>
IFRAME SRC

<iframesrc ="http://host/?2command” >

xmihttp.onreadystatechange = function ()
if (xmlhttp.readyState == 4)
dlert(xmlhttp.responseText);

JavaScript Methods
‘Image’ Object
<script>
var foo = new Image():
foo.src = “hitp://host/?2command”;
</script>
‘XMLHTTP’ Object (See “Can applications us-
ing only POST be vulnerable?” for when this
can be used)

xmlhttp.send(post_data):
_</script>

fOlaadll oa SOlaJj cliSa’') als
dalea cLi<a’s auS Y1 by O iy ((aealg’all 1<a (3 ylog CSRF tilaaa (ial Liapagi ac

b Laaas of £1i<q’sg sheet OWASP CSRF attack prevention cheat dsal yos élaail Upad s
&894

https://www.owasp.org/index.php/CrossSite Request _Forgery 7.28CSRF/.29 Pre-]
[vention Cheat_Sheet

HLIAT é ek’ of (Ko7 Sl cilga¥) o agasll OWASP aéga b Liagl aad ol £li<q’sg
Jwmadilly dalida s Al cilaaa oo ST 4 y20 £Li<a'ag algSY)
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abay ciay 13] o8I sl yE8Y) (e agasl] Elyaeiu il &g dSIN Silabially S¥lEsl (o (sadlal
Olag yauds el pld adg (¥liall daa.nl P I EN ailalall cralaall G i<l slliay ) aain ).IS'
alipyll b s blis 10 Slel ubg]a.l d2alyos @ls sall 3a,all alyél aal gag) laa dddling
https: //WWW] &dgall u-“ claglegll (o adjall 4o ymae ._LlSa.ggOWASP &dga dyle yy iyl

‘“,.»XIS O9<iug «([owasp.org/index.php/Top_10 2010

dadis pi's Le Jubl 1
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¥y dgalye .2
Al Olgie cally Sl yY 1Al ¥ Y (g phany (readiu’sll (asg e
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Figure 2: example on HTIP Referrer [4] . qa 129 diigall gajaill 3,SIallg cadlaall a plell JLasyl @dy e aislle
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9oyl @il gf culiales gl cullaadle i sllac) ayyi caiS 13 egiall L] Jooll 13a alyAY 03gga crruy
) Ahmed.neil@owasp.org : g yiSI¥ ay sl le dluly'all

Slaglall gal o fialy gag . pas -5yguaioll 4 OWASP @i ails ga Jui seal :ouilSl ge
dualall mililioll (ro sganll @ulaiiy olé adg . pan b 8 )yguaisll dnala cilagleag cilila &ulS 4
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[OWASRP [https://www.owasp.org/index.php/Cross-Site_Request_Forgery 7.28CSRF7.29 .

[Robert Auger @ [http://www.cgisecurity.com/csrf-fag.html .
[http://haacked.com/archive/2009/04/02/anatomy-of-csrf-attack.aspx] .
[#http://knol.google.com/k/preventing-cross-site-request-forgeries-csrf-using-modsecurity] .
[/http://evilzone.org/tutorials/csrf-tutorial-by-connection] .
[/http://www.gnucitizen.org/blog/csrf-demystified] .

Eric Sheridan, Cross-Site Request Forgery: Danger, Detection, and Defenses, can be found on OWASP .
[http://www.techrepublic.com/blog/networking/csrf-attacks-home-dsl-routers-are-vulnerable/756] .8
Jesse Burns, Cross Site Request Forgery , An introduction to a common web application weakness, can be found in .9
https://www.isecpartners.com

Kurt Seifried, Attack of the CSRF, 2008 .10
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Ahmed Nile

I am the OWASP Mansoura- Egypt chapter leader. Neil is an Information Security
researcher in the Faculty of Computer and Information Sciences at Mansoura
University-Egypt.
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Will you attend CSCAMP2012 ?

This poll has received the maximum number of votes

Yes
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Sector Wise Audience Split Up

W Government Authorities and
Ministries

W Armed Forces

m Banking Sector

B Oil and Gas Sector

B Cyber Security Solution

Providers

m Others

A cross section of the audience is represented below.
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Improvise Needs
and Mature Assessment

Plan,
Benchmark Develop
and Deliver

Evaluate

End user Security awareness Model: Figure 3
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Password Performance Performance

Employee ID Topics policy Soore and remarks

Average perfor-
mance, need to have
a one on one session

to make him excel.

1234 Wireless

Security Webinar 60 percent

Optimum performance
must educate the user
through bulletins and
80 percent targeted Email fo help
him Excel. Next exami-
nation to be conducted
next month same date.

5678 Password Face to Face
policy and Webinar

Lo é il dxalyolly @odli ¢of cang culalyial @uidh slyal asy :Grunilly eudill @f Juagills @iy jekg dakaa
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Continual } |dentify
Improvement Gaps

VA B &

Assess and Plan, Develop
Benshmark And Deliver

hitp://www.pwc.com/en_GX/gx/information-security-survey/pdf/pwcsurvey2010_report.pdf X
csrc.nist.gov/publications/nistpubs/800-50/NIST-SP800-50. pdf.

Vinoth Sivasubramanian
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An up to date link with the security community bk news is your way

www.bluekaizen.org/bknews.php
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310883 b 2.0.0.3 &auail) "(EMET) ddmunoll caydaill & o cilgal ke gane’33aly I3 50 cibguig yylo &S i
Win-g Windows 7g Windows VISTAg Windows XP lgia daaill 581 Jasdisi dalaily ghdac aseal 2010



Securitykaizen Magazine

53 Best Practice

alS yill gg9iwn Sleg .ti8guugyGla (wa Lacan EMET (< @l addla) dylay u.n .20084 dows Server 2003
aalydl yliig & ygd o|AL|9| Cag EMET Juont (3<a's
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bl dadla Jio 81835 QMEMET 3lal U =i, (rglisll dudlgic g Stack overflow culy&f (Jie d.l.u.lLu.l}”
Heap Spray Alloca-g (SEHOP) dokrinll duilitiu¥ dalleell duliS dailag IE8 Lo UaSlals Joa'sll DEP
Mandatory Addressg Export Address Allocation Table Access Filteringg Null Page Allocationg tion
3lal v Jralaill (o ajalg .30ain a0 Lije EMETdcgoaa (sn 27 LS .Space Layout Randomization
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Windows XP service packs 3 and above e

Windows Vista service pack 1 and above e

Windows 7 all service packs e

:daadll 38| you dalAd) a2l dolasl

sWindows Server 2003 service pack 1 and above
«Windows Server 2008 all service packs
eWindows Server 2008 R2 all service packs
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| yitem Configuration
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* |BM X-Force Threat Report - www-935.ibm.com/services/us/iss/xforce/trendreports
* Microsoft Security Report - www.microsoft. com[secunMs:r[defculf asgx
* EMET mitigates Adobe Acrobat Reader exploit-
be-acrobat-reader-aftacks
* Here is the video from the EMET developers http: zzrechnef m/crosoff com[en us[secur/Mff859539 aspx
e EMET user guide -

ments/00-03-35-03-78/Users-Guide. Qdf
* Some proof in support of EMET prevenhng eproVrs onlE 6,7 ond 8 http://blogs.technet.com/b/srd/archive/2010/11/03/dep-emet-

* More proof of Acrobat reader zero dcy explons belng blocked from execution- http://www.ditii.com/2010/09/10/enhanced-miti-
ation-experience-emet-2-0-toolkit-blocks-adobe-reader-and-acrobat-zero-day-exploit

* Download link in case you wish to try EMET on your lab or home devices - www.microsoft.com/downloads/en/detaqils.
aspx?FamilylD =céf0aéee-05ac-4ebé-acd0-362559fd2f04

Naveen Sharma
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csaali culyidtig 8 liall gl yall Jalat caayg Lull yival-ias 4 (sgiuall dulle duisill

walagleall cal e yuiSIN y8ag culSadall Julatig culoadd] dalasi
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Cairo,

Security

Summit

Cairo International Conference Center

26-29 APRIL

e © CANROICT <=

International Telecommunication, Information Technology
Trade Fair and Forum of The Middle East and North Africa

The Spring Of Technologles

MF | - From []rearns To Needs
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* Track 1= Mobile and Smart device Security

» Track 2: Vulnerability & Incident Management

» Track 3: Cloud & Database Security

» Track 4: Enterprise Security

» Track 5: Web 2.0 Security

» Track 6: Defensive Tools & Techniques

* Track 7: e-Commerce Security - Emerging trends and strategies
» Track 8: Hackers and security

» Track 9: Security of the National Broadband Network

» Track 10: Global Security Challenges /\
i“ Cﬂnperﬂﬂﬂﬂ Mth ﬁ‘ghlﬁ‘c'l CanuiLane

24 Menouf 5t., off Orouba Tel. ; + 20 (2) 269 10792/3/4/5/6/7
St., Heliopolis, Cairo, Egypt Fax '+ 20 (2) 241 59852




Are you prepared to
handle Cyber Security Incidents?

(CSIH)
CERT® Certified Computer Security Incident Handler

Creating & Managing Computer Security Incident Information Security for Technical Staff (ISTS):
Response Teams (CCSIRT)*: Jan 29 - Feb 1 Apr 1 - Apr 5

2012

3

JIEH 3811

Information Security for Technical Staff (ISTS): Creating & Managing Computer Security Incident
Feb 19 - Feb 23 Response Teams (CCSIRT)*: May 20 - May 23

i

_—
—
et
it
i

C 10

L

Advanced Incident Handling (AIH): Mar 18 - Information Security for Technical Staff (ISTS):
Mar 22 Jun 3 - Jun 7

*; Courses CCSIRT & MCSIRT must be booked together

All courses include 5 stars coffee break & lunch
Digital Risk Intelligence

=== SEl Partner ‘ Carnegie Mellon.

DRI page (@ SEI:

www,sei,.cmu.edu/partners/ digitalrisk
! £

Registration: www.digitalriskintellicence.com/register

info: training(@digitalriskintelligence.com

Trainees should I}ring their laptops be able to run the labs

SPECIAL PRICES - CONTACT US

Rules of Usage: nen
* The Coupon is valid only frorm 1/1/2012 till 30/4/2012
* Coupon is valid only for one user ASC é\
* The Coupon is valid only in the printed copy of security kaizen magazine not the online one At Whcuity Condmmsns

* You have to bring the coupon to the training center after cutting it from the magazine
* The Coupon is valid only in the following Authorized Training Center:
1- Arab Security Consultants®, Nasr City, 02-22732620,
Register online ( http://www.asc-egypt.com/ec-council-egypt/ec-council-course-registration.htmi)
2- NEN ( doctolber MNasr City Maa'di Mansoura Zagazig Assuit .Suhag lsmailia Protsaid ,Arish ) * Management Building :
& October, Tel.:+20 (2) 3830 0048
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