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Couple of months ago, I bought my first smart phone “Samsung Galaxy Note with android plat-
form”. I spent the first two weeks exploring the phone capabilities, installing and uninstalling 
many applications from the android market and I even explored the Internet for more .apk 
files. 

Finally, I ended up with my stable environment having my main apps installed including 
configuring my Gmail, facebook and twitter accounts. But then I thought to myself why I don’t 
also configure my admin access to bluekaizen.org on my new smart phone. Days later, I 
thought why not install the HSBC mobile app, that will make my banking transactions more 
fast and easy. After few weeks, you can say I rarely use my laptop now that I have most of my 
basic and advanced activities on my new galaxy note.

But suddenly it hits me, what if my smart phone was lost or stolen? Despite of the fact that I 
lost my 700$, phone cost, I easily let the thief gain access to nearly all my digital identities!!

Imagine losing your mail access, your facebook and twitter accounts, especially if you 
run facebook pages or groups using this accounts; which may also affect your business 
reputation. Imagine losing access to your bank account, imagine losing confidential and 
important files, the phone’s memory is 16Gbyte; of course I won’t use it all for movies!
That made me start to have a deeper look on different smart phone’s threats and risks, not 
only physical theft, what about different malwares from tons of mobile applications that exist 
online , what about the privacy issues of those applications, what about the GPS and the 

determination of location issues ? If one is updating his location 24/7 on facebook or on 
Gtalk, I can wait for him to be outside his house and go steal it.

Threats are many and questions are endless that’s why we decided to dedicate this issue to 
mobile and wireless security to put a spot on this emerging threats as we believe that different 
malwares and attacks will target different smart phones’ platforms as number one target in 
the near future.

Second thing we want to announce in this issue is that Bluekaizen.org has decided, in an 
attempt to expand its team in order to reach more audience and to promote more its main 
purpose of existence: knowledge transfer and information sharing, to launch Bluekaizen 
Chapters.
Bluekaizen Chapters are small communities that share the goals and the dream of bluekaizen 
in different universities around the world. Today we have more than nine Bluekaizen chapters 
in different universities in Egypt (Cairo, Ain Shams, Alex, Helwan, AAST, MSA, AUC, Zagazig and 
Assuit )
Bluekaizen Chapters main activities will be including promoting the information security 
awareness in their community, build a database for people interested in information security, 
distribute the recent printed copy of security kaizen magazine, organize events and more.

Finally, we are glad to announce the launch of security kaizen labs 2012 that will be held next 
May in EBI in Nasr City where we will have the opportunity to meet all our beloved readers 
for the next time in few months after cscamp2011. Security Kaizen Labs is a two days event 
where all security training providers gather in one place to provide real Hands on, intensive 
training for the Security professionals and beginners, looking forward to seeing you all there.

Moataz Salah 
Founder of Bluekaizen.org
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By “We” I mean countries and indi-
viduals who use and depend on technologies that 
they didn’t create, own or control.
Traditionally, every country, group of people or 
individuals exercised full control and ownership over 
the information they created/own. Then came the 
Internet and the rules of the game changed forever.
In June 2007 the government of France banned 
the use of the Blackberry phones for all government 
officials and employees above a certain grade/
level (See Figure 1). Around the same period 
other governments held undisclosed talks with the 
Canadian Company RIM (Research in Motion) 
owners of Blackberry and many asked why? 
In 2011 many countries across the world (Including 
Emirates, Saudi Arabia and India) raised the red flag 
for Blackberry, threatening to ban the use of the 
technology and the devices within 60 days unless 
certain technical issues are remediated.
In order to understand why certain conscious 
governments and countries and privacy advocates 
are unhappy with how certain Cloud based 
communication companies like RIM for instance, 
handle information we need to understand the 
mechanics of the technology and how it works. 

As per the figure (2) below, if you want to send an 
email to your friend (In the same city) once the email 
leaves your blackberry device, it travels through your 
GSM data network of your carrier (Vodafone, Mobinil 
or Etisalat) to the internet (Leaving Egypt) your email 
go straight into one of the strategically located 
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RIM/Blackberry data centers around 
the world or what they call (Blackberry 
Infrastructure). Depending on your carrier 
your email will most probably either end 
up in the UK, or Belgium!
As per RIM official documentation, 
throughout the email’s entire journey 
it is compressed and scrambled “not 
readable to humans” using RIM’s 
Proprietary technologies and a copy 
of the email is stored for 7 days in the 
Blackberry data centers replicated 
across selected countries around the 
world in case the recipient was not 

Figure 1 Blackberry Banned in France

reachable.
The problem (From individual’s Privacy 
and National Security Perspective) lies in 
step 3 (The Blackberry infrastructure), it 
simply means that the entire electronic 
communication (Emails, Contacts, 
attachments…etc.) of hundreds of 
thousands of Egyptian users and users 
from other countries (Mostly developing 
countries) including big private 
companies and top government officials 
are stored outside the country using a 
proprietary technology that only RIM 
and Data centers hosting countries have 
access to.
Just as an example, if a top government 
official is sending or approving the 
Ministry’s budget by email, or two 
local companies negotiating a take 
over or a merging deal. Or two friends 
communicate personal pictures or audio 
clips.
All of the above critical pieces of 
information leaves the country and gets 
stored in a black box at another country 
or countries, what if this treasure grove of 
information and tons of Data is analyzed 
and mined for intelligence information, 
important things like top government 
decisions or even the general public 
opinion and mood.
This might not be happening, but it’s 
certainly a possibility and a threat that 
should not be taken lightly, or else why 
would countries like India issue a 60 
days ban asking for step 3 (Blackberry 
Infrastructure) to be hosted inside the 
country or have the right to any time 
access what information is leaving the 
country.
From the personal privacy side, not 
many users in Egypt know that when they 
chat on blackberry messenger or what 
is known as the BBM “a popular feature 
for an entire generation of young female 
users in Egypt” their entire conversation, 
text, images and audio clips are stored 
somewhere in Europe. BBM is not one to 
one conversation that no body listens to; 
some one definitely can if he wants. See 
figure 3

Once the BBM chatting message leaves 
your phone and carrier it leaves the 
country before being routed through the 
Blackberry Infrastructure or cloud service 
to the recipient who might “ironically” be 
in the room next to you. 
This is also true for IP based audio 
and voice conversation services, For 
example the main Skype data center in 
the Middle East is in Israel, nearly all the 
Middle East audio and video calls made 
on Skype are routed through Israel. Are 
we auditing those companies to know 
how they handle our information? Can 
someone guarantee that those millions 
of conversations taking place on a 
daily basis are not scanned for certain 
keywords for example?
The same idea or principle of personal, 
corporate or even government 
information being handled through third 
party cloud services owned, designed 
and operated outside of your legal 
jurisdiction or national authority is true 
for all of Google and android services, 
Apple’s iCloud or even cloud based 
social networks like Facebook and twitter 
or image sharing platforms like Flickr or 
Pinterest.
So answering the title of the article, Yes 
we are all “Hacked”.
Definitely we should use and encourage 
adopting technology, but it should be our 
technology. Till then, sent using Hotmail.

I am a certified 
CBCP, CRISC And 
ISO27001 LA and 
in my spare time 
an active blogger 
in CIIP.Wordpress.
com

Omar Sherin 

Figure 3 BBM
(Chatting flow)
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Intercepting Traffic
Before we hack, we will need to understand how the application works in order to identify the 
attack surface and know the entry points for hacking. Thus, we need to understand the data 
flow which will allow us to understand how information is sent to and from the server. Moreover, 
we need to identify the contents and the sequence of the data sent and received while running 
the mobile application.
To achieve this, we need to intercept the traffic between the mobile application and the server. 
We will let the mobile application send traffic through our proxy. Web proxies, such as “Burp” [3], 
will be useful here as most mobile apps will use HTTP to communicate with their backend servers. 
We have two options here:
• As shown in figure 2, we can configure the HTTP proxy settings in the mobile device to connect 
through our proxy.  Note that if the traffic is sent over SSL, a warning will appear on the mobile 
app which can be ignored.
• Another way is to run the mobile app in an emulator and configure the emulator to connect 
to the internet through our proxy. 

Figure 2: Intercepting traffic sent between mobile app and backend server

We will need to go through different screens on the mobile app and keep an eye on our proxy 
to watch how the traffic is sent between the mobile app and the backend server. It will help 
us identify the approach used by the application to communicate. Most mobile apps will use 
either REST (Representational State Transfer) which simply uses HTTP. Others might use SOAP which 
sends XML messages over HTTP.  Thus, Burp will be so beneficial in intercepting and recreating 
traffic sent to backend services. For example, we can change the value of ProductID in the 
SOAP message intercepted as shown in figure 3. 

Now, we can use “Burp” to 
attack the backend ser-
vice with different types of 
attacks such as SQL injec-
tion and brute force attacks. 
However, we would like to do 
something stealthy that cannot 
be detected by application 
firewalls. Logic attacks will do 
it. Figure 3: Burp proxy used to intercept SQAP messages

Sensitive services have been widely 
applied in mobile applications such 
as mobile banking and mobile 
trading. Mobile banking applications, 
such as HSBC mobile banking Apps for 
Android, enable customers to make 
account management operations 
through their mobile application. 
Mobile trading apps, such as Amazon 
Mobile for iPhone, enable shopping 
online through a mobile application. 
In this article, we will walk through 
an approach to hack a mobile 
application in order to give highlight 
on exposed risks.

Our victim application
Let’s assume that we have a mobile 
application which enables users to 
purchase products online. The mobile 
application connects to a web 
service hosted on a backend server 
using SOAP (Simple Object Access 
Protocol). 
A simplified architecture diagram is 
shown in figure 1.

Our hacker will be a normal user having credentials to work with the mobile application. He will 
try to have unauthorized access to make money fraud.

Figure 1: Architecture of victim mobile application



Exploiting a Logic Attack
Logic attacks are one of my favorite attacks. In such attack, we abuse the logic of the application 
to achieve our threat goals.  It needs deep understanding of the logic of the application. One 
of the best papers published in this area is available on [1]. The author elaborated how to shop 
online for free using business logic flaws in several web applications. Our attack is inspired from 
this paper.

Figure 4 demonstrates how SOAP messages are sent and received through the victim mobile 
application in order to execute an order. It starts by sending Product info and ends by receiving 
the activation code for the purchased product. 
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Figure 4: Normal order execution process

Figure 4: Attack scenario 

Now, let’s try to purchase a product with lower price than its actual price. Assume that Product 1 
has lower price than Product 2. Our target is to purchase Product 2 with the low price of Product 
1. We will use “Burp” to send SOAP messages to the server with a sequence the server does not 
expect. Attack scenario will be as follows: 

Now, we have succeeded to get activation code for Product 2 although paid for the cheap 
Product 1. This is due to lack of proper validation on the server side. The server was expecting a 
Confirm Order SOAP message for Order 1.  However, we sent it a Confirm Order SOAP message 
for Order 2. The server thought that we already paid and gave us activation code for Product 2.  

Countermeasures:
Several countermeasures can be applied to overcome the attack discussed in the article. 
• Backend service should deal with clients as if they are hackers.  Traffic is not always sent from 
the trusted mobile app. The application should have performed robust server side authorization 
checks on the requests sent by our interception proxy. 
• Logging security events is usually ignored by developers. If logging and alerting was on, the 
application administrator would have noticed that we tried to confirm on an order that has not 
been checked for cash balance.  
• A secure connection should only be established on the mobile application after verifying the 
identity of the backend server. For example, if the application uses SSL and does not trust the 
certificate supplied by the server, it should block the connection. This would have made using 
the proxy more difficult. 
• For further guidelines offered by OWASP, please refer to OWASP Top 10 Mobile controls [2].

References:
[1] “How to Shop for Free Online”, http://www.informatics.indiana.edu/
xw7/papers/caas-oakland-final.pdf
[2] “OWASP Top 10 Mobile controls”, https://www.owasp.org/index.php/
Projects/OWASP_Mobile_Security_Project_-_Top_Ten_Mobile_Controls 
[3] “Burp Suite”, http://portswigger.net/burp/
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GCIH,  GWAPT  I am a 
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at SecureMisr and a 
Community Instructor at 
SANS Institute. 
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Hemil Shah, CISSP, CSSLP, ACP is the founder and Director of eSphere Security, a company  that 
provides Professional services in the Security Arena

System Information

Detail Location

Logs /var/log, 
/var/logs
/var/mobile/Library/Logs

Var /private/var

Apple ID, Owner 
information and 
Firmware Information

/root/Library/Lockdown/data_ark.plist

Location /var/stash/Applications

Network Settings /var/preferences/SystemConfiguration/com.apple.network.
identification.plist

User /var/mobile

Tmp /private/var/tmp

Etc /private/etc

Wifi Settings /var/preferences/SystemConfiguration/com.apple.wifi.plist
/var/preferences/SystemConfiguration/preferences.plist

Provisioning Profile /var/mobileDevice/ProvisioningProfiles

Keychain /var/Keychains

KeyBoard Cache /User/Library/Keyboard/dynamic-text.dat

Default Application Information

Photos /var/mobile/Media/DCIM/

Address Book /var/mobile/Library/AddressBook/AddressBook.sqlitedb
/var/mobile/Library/AddressBook/
AddressBookImages.sqlitedb

Last searched 
Google maps

/var/mobile/Library/Caches/MapTiles/MapTiles.sqlitedb

Google Map His-
tory Information

/var/mobile/Library/Maps/History.plist
/var/mobile/Library/Maps/Directions.plist

Calendar /var/mobile/Library/Calendar/Calendar.sqlitedb

Data under notes 
application

/var/mobile/Library/Notes/notes.sqliteData under notes 
application

/var/mobile/Library/Notes/notes.sqlite

Configuration file 
for Applications	

/var/mobile/Library/Preferences

Application Pictures when 
HOME button is pressed 
(Each application has its 
own directory - Default 
applications)

/User/Library/Caches/Snapshots

Long was the time when Mobile phones 
were used only for making calls or sending 
SMS. With Smart phone and applications 
running on it, definition of mobile phones 
has been changed in last 5 years. To provide 
different services, companies have started 
writing mobile applications. These mobile 
applications came with ease of use for the 
user. Easier the application is to use, chances 
of having popular is more. Today, There is a 
mobile application for virtually everything - for 
banking, for shopping, to find a restaurant, to 
plan your travel trip, to review your business 
documents or last but not least social media. 
Only iOS platform have more than 750000 

applications. To serve clients with minimal information or click, applications have started stor-
ing information on the device. As a result, One of the key check is to look for information in 
the iOS device while performing iOS application security review as the biggest threat is data 
stored in temporary files or default locations. In 9 out of 10 applications, we find some sensitive 
information stored in the local device. What happens if you leave your device to someone or 
you are connected to open Wifi at airport or you loose your device. All your information is in the 
attacker hand which can be stored password of your bank account or a PDF statement which you 
downloaded from your bank account or a credit card information which you used last night to do 
some shopping or your home address as you came back from your friend’s home last night and 

you were lost.  We have created 
a list of location where different 
sensitive information is usually 
stored. List is divided in different 
categories.
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Default services Information

User Installed Application information

User Installed Application information

Call History (Odd 
number is for Outgoing 
calls, Even number is for 
Incoming calls)

/var/mobile/Library/Callhistory/call_history.db

Installed Applications /User/Applications

Application Directory 
(Binary, supporting files

/User/Applications/<app GUID>/<appname.app>

Applications documents 
i.e. images, PDF, text 
files

/User/Applications/<app GUID>/Documents

Application Screens 
when pressed HOME 
button

/User/Applications/<app GUID>/Library/Caches/Snapshots

Application Preferences 
(plist files)

/User/Applications/<app GUID>/Library/Preferences

Browser Cookie /User/Applications/<app GUID>/Library/Preferences

Browser History /var/mobile/Library/Safari/History.plist

Browser Settings /var/mobile/Library/Preferences/com.apple.mobilesafari.plist

Browser Cache /User/Library/Caches/com.apple.WebAppCache/ApplicationCache.db

Browser favorites 
(Book marks)

/var/mobile/Library/Safari/Bookmarks.db

Application temporary 
storage

/User/Applications/<app GUID>/tmp

Application crash 
report

/User/Library/Logs/CrashReporter

SMS (Odd number is for 
Outgoing calls, Even 
number is for Incoming 
calls)

/var/mobile/Library/SMS/sms.db

System provided ap-
plications, ringtons and 
wallpapers

/var/stash

Voicemail /var/mobile/Library/Voicemail/voicemail.db

Call History /var/wireless/Library/CallHistory

Call Log /var/wireless/Library/logs

Call Preferences /var/wireless/Library/Preferences

Application cookies /User/Applications/<app GUID>/Library/Cookies/Cookies.binarycookies

Voice mail recording /var/mobile/Library/Voicemail/
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Wireless 
Security 
Awareness

Wireless security is actually 
a weak sauce and despite 
the fact of how Wi-Fi evolved 
in the past few years, it still 
considered a new technology 
which we know only a little 
about.

By Mohamed Bedewi
CEO of Dark-Hack Network

Important facts for you to consider
1) WEP Encryption is very easy to crack and it only takes a few minutes to bypass, in my 
personal Opinion if I will had to use this one I will use it as a Honey-Pot !

2) MAC Address Filtering is a good idea but it will only tackle the 
attacker for a few minutes before he spoofs your MAC address, 
inject you out of the network and simply be you.

4) MITM Attacks are easily achievable in the above scenario and before you know you’ll 
find the attacker emulated the access point and sniffed every host on your network.

3) Disabling SSID Broadcasting seems smart but it’s actually not because 
it can give you a big headache when configuring your network and 
causes an increase in network traffic.

Tackle The Attacker Procedures:
1) Use a Wi-Fi honey-pot to tackle the attacker till you collect some useful information about him/
her and his/her attacking techniques to report or punish him/her.
2) Consider WPA2 Enterprise encryption with a complex password chars “Numbers, Letters and
Special Characters” and this way you’ll make it harder on the attacker.
3) MAC Address filtering can be used to make it a little hard on the attacker but not too much 
actually and you already know the reason.
4) Depending on your network size make sure to monitor your network activity using any 
professional software and if you noticed any unusual activity get a packet analyzer software.

Wi-Fi is the next communication evolution with no doubt 
but till now we didn’t find any workarounds for its security 
design flaws, it’s too new and needs more time to evolve 
even more that’s why starting from now you should put an 
extra eye on your wireless access points.

Some Definitions Explained:
We’re working hard to make our articles friendly for both experts and beginners 
that’s why the following approach is only for beginners:

1) WEP Encryption: short for Wired Equivalent Privacy and was designed to provide the same 
level of security as that of a wired LAN but it simply failed.

2) Honey-Pot: Fake vulnerable system deployed by network administrator to attract attackers 
and analyze their attacking mechanisms to achieve better security for the real system.

3) MAC Address Filtering: allows network administrator to permit specific devices to connect to 
the network while denying all other devices, this filtration is based on devices MAC Address.

4) SSID: short for Service Set Identifier and is a token that identifies a 802.11 Wi-Fi network which 
without no-one will be able to connect to the network.

5) MITM: short for Man in the Middle and it happens when an attacker inserts himself between 
two Communicating parties, both believe they’re talking to each other when they’re not.

6) WPA2 Enterprise: short for Wi-Fi Protected Access 2 and it provides government grade security 
by implementing the (NIST) AES encryption algorithm and 802.1 x-based authentications.

Awareness 16
www.bluekaizen.org

Owner of Dark-Hack Network

Mohamed Bedewi  
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principal concerns to consider in terms 
of PCI implementation?   
PCI-DSS is multi-disciplinary and to fully 
comply with the standard, it is essential to 
take a global consolidated approach to 
address all 12 requirements as a whole 
before focusing on solving individual 
elements. The core IT disciplines to be 
considered are: Networking – Fixed and 
Wireless; Data and Databases; IT Assets/
End-Points; and Web Applications.  

Fixed Network  
The PCI core requirement covers 
controlled network segregation, 
inbound/outbound traffic flows and 
DMZ implementation. Specific functions 
include: real-time perimeter anti-virus, 
IPSec/VPN tunneling support, IDS/IPS, 
use of strong cryptography (SSL/IPSec), 
default ‘deny-all’ settings, support 
of digital certificates and two-factor 
user authentication, event monitoring,  
federated device management and 
reporting, and network vulnerability 
analysis support. These services cannot 
be provided by a legacy firewall, even 
a so-called next-generation firewall. The 
only way to cost effectively provide all 
these services and avoid the deployment 
of multiple devices is through the use 
of a Unified Threat Management (UTM) 
device. A UTM-based solution can help 
organizations cover the fixed network 
requirements of PCI while achieving 
greater overall PCI effectiveness and 
simultaneously minimize implementation 
and operational costs.  

Wireless Network  
In many ways, the wireless network is 
subject to the same constraints as the 
fixed network but it must also meet the 
following key functions:  
1) Support for both ‘thick’ and ‘thin’ 
access point (AP) solutions that can work 
in a seamless management framework 
2) Detection of rogue APs against a 
defined hardware inventory 
3) Support and logging of wireless IDS/IPS 
4) Support for WPA or WPA2 Enterprise 

In recent years we’ve witnessed the 
extraordinary lengths to which cyber 
criminals will go to breach target networks 
and steal valuable data for monetary 
or competitive gain. This phenomenon 
is particularly apparent in the world of 
electronic commerce, where account 
details of credit card users are sold for a 
premium on the black market. 
 
Fortunately, the principal stakeholders 
in the card payment ecosystem have 
defined a standard that has proven to 
be highly effective (albeit not infallible) 
at protecting data from such breaches. 
Over the past five years, the PCI-DSS 
framework has evolved from being mere 
guidelines without enforceable sanctions 
to a ‘must-have’ certification that you 
are required to obtain if you are involved 
in manipulating, storing or transmitting 
cardholder data. 
 
Despite its seemingly narrow focus on 
cardholder data protection, PCI-DSS 
spans most IT disciplines and skills. This 
includes networks, databases, web 

mode with 802.1X authentication and 
AES encryption In practice, the best 
approach in larger deployments is to 
minimize the deployment of thick APs, 
which have wireless control, 
IPS and other security features built 
into the physical devices, and favor 
the deployment of thin access points, 
which are much easier to manage and 
maintain. Thin APs tunnel wireless traffic 
to wireless controllers, allowing significant 
economies of scale and a simplified 
security management capability through 
a ‘single pane of glass’ management 
console for increased visibility and policy 
enforcement.  
 

IT Assets / Endpoints 
IT assets include servers, desktops, 
laptops, operating systems, mobile 
devices and network equipment. The 
objective is to ensure that all assets 
that constitute the PCI cardholder data 
environment are subject to core security 
management 
processes. Here, in order to have the 
most effective approach in meeting the 
PCI DSS requirements at minimal cost and 
complexity, it is important to consider 
the management of deployed endpoint 
security technologies and controls. The 
top 5 elements on the checklist are:  
1) Support for asset vulnerability 
management to ensure that all operating 
systems are patched to the latest version 
and to assess configuration specific 
vulnerabilities  
2) Configuration management capability 
against globally accepted best 
practices for operating system platform 
deployment (e.g. NIST, FDCC) 
3) Endpoint policy control to blacklist/
whitelist software, processes, devices, 
drivers, access lists etc…. 
4) Automated remediation of 
configuration and audit issues for cost-
effective operation  
5) Deployment of client/mobile device 
anti-virus, preferably administered 
centrally 

applications, file systems and encryption 
along with core security-related processes 
such as vulnerability and configuration 
management.  As a result, the cost of 
implementing compliance has become 
alarmingly high, bringing into question 
the applicability of the standard in terms 
of risks versus reward.  
 
Earlier this year, the Ponemon Institute 
conducted a study on the actual costs 
of compliance among 160 enterprises, 
including 46 international ones. The 
results of this study showed that for 
mid-size organizations, the total cost of 
compliance 
with regulations such as PCI-DSS, SoX, 
HIPAA and others, averages $3.5 million. 
However, the cost of non-compliance 
was measured at $9.4 million, nearly 
triple the cost of compliance. While 
these figures illustrate a sizeable benefit 
for investment in compliance, the cost 
burden remains high.  
So, what strategies can be employed 
to reduce the complexities and costs 
of a PCI implementation? What are the 

A h
ol

ist
ic

 ap
pr

oa
ch

 to

Compliance  
PC

I-D
SS

New 2012News&



Securitykaizen Magazine
New & News19

Data & Databases 
It is impossible to comply with PCI DSS 
without implementing a database 
security solution to protect against data 
loss or fraud. Whether due to an error or a 
deliberate intent to harm, data loss can 
have serious consequences. In order to 
meet PCI-DSS compliance, a database 
security solution must include:  
1) Database-specific vulnerability 
assessment and penetration testing  
2) Configuration management for 
assessment against global best practices 
and/or the organization’s own data 
security standards  
3) Access control assessment both at the 
database and application levels  
4) Real-time monitoring of database 
users and their activity on both database 
and critical cardholder data.  
 
In order to simplify the creation and 
enforcement of data security policies 
that will help meet PCI-DSS compliance, 
it is important to look for a centrally-
managed database security solution 
that provides all of the above features on 
one device. 
Enhanced solutions include features 
such as automatic database and 
sensitive data discovery. Other desirable 
functions include pre-built policies that 
cover standard industry and government 
requirements which when combined 
with a comprehensive set of graphical 
reports deliver out-of-the-box readiness 
and immediate value for PCI-DSS 
compliance. 
 

Web Applications 
Since web applications are exposed to 
the outside world by definition, the PCI-
DSS standard addresses them in detail in 
requirement 6.6. There are two methods 
that a company can apply in order to be 
in compliance with PCI DSS: a) Conduct 
yearly code reviews or b) Deploy a 
Web application firewall. While code 
reviews/testing is important, a significant 
cost saving can be made through the 

implementation of a Web application 
firewall.  
 The key functions that should be included 
in such a solution include:  
1) Support of OWASP Web security 
guidance, cross-site scripting (XSS) 
and cross-site request forgery (CSRF) 
vulnerability protection 
2) Support for DoS and buffer overflow 
attacks at both the HTML and HTTP level  
3) Access control and web application 
user authentication 
4) Monitoring and management of error 
events 
5) Incorporation of a web application 
vulnerability scanning capability for 
regular internal scans. 
 

Conclusion 
The multi-disciplinary nature of PCI-DSS 
requires the deployment of a variety 
of different security technologies.  
Consequently, organizations often deploy a 
combination of security technologies from 
different vendors in order to fully 
address the requirements of the standard. 
Unfortunately, using a large number of 
solutions from a variety of vendors often 
results in a wide array of disparate products 
and services introduced into the PCI solution.  
The result is spiraling complexity (in terms of 
support, maintenance, resource training, 
etc.) and increased total cost of ownership. 
Minimizing the number of vendors to work 
with, to a single one if possible, is the only way 
to dramatically reduce both operating and 
capital expenses while removing complexity 
from implementation and management.  
A common platform provided by a single 
vendor will also enable you to enhance your 
security posture, coverage and visibility for 
a lower overall risk of PCI project failure.  In 
summary, a consolidated approach allows 
you to increase performance, improve 
security and reduce cost 

Country 
Manager,Egypt,Libya 
and East Africa at 
Fortinet

Hatem Ali





Securitykaizen Magazine
New & News23

Latest
innovations
from Facebook
Security Team

Joe Sullivan
I am the chief security 
officer of faceebook.com, i 
manage a few of the teams 
at facebook focused on 
making sure that people who 
use facebook have a safe 
and positive experience

At Facebook Security, we are constantly 
iterating on our systems and working on 
innovative ways for you to keep your 
account secure. Starting this month, 
people who access Facebook using 
the Android application will be able to 
take advantage of our new native Code 
Generator.
 
Code Generator is our latest addition to 
our Login Approvals feature, aimed at 
making it easier to confirm logins made 
on new devices. Before, if you had any 
difficulties receiving SMS or had poor 
cellular service, it was often tough to use 
LoginApprovals easily.  Now, using Code 
Generator, users will be able to receive 
Login Approval codes through your 
Facebook Application, without waiting 
on an SMS, and it will work regardless 
of whether you have cellular or Internet 
access.
 
If you have an Android device, go to 
http://on.fb.me/LoginApprovals and 
follow the instructions there to set up Code 
Generator. Once you have finished, you 
can simply navigate to Code Generator 
within the Facebook for Android app to 
receive the security code needed to 
complete a login from a new device. For 
your security, this code will refresh every 
30 seconds.
We are working hard to expand this 
functionality to other devices, and you 
can still use Login Approvals via SMS even 
if you don’t have an Android device. You 
can learn more about Login Approvals 
here - https://www.facebook.com/
help/?faq=148233965247823#What-is-
Login-Approvals?
 
Special thanks to Jake Brill and Mergen 
Nachin on their contributions to this 
project.
 
Note: If you are having difficulties finding 
the Code Generator app on your device 
follow these steps: 1. Open the Facebook 
for Android App 2. Tap [insert menu icon] 
3. Find the Apps section 4. Click Code 
Generator
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Today it becomes clearly obvious that the 
nextwar won’t be a war of guns and bullets, 
but a war of malwares, viruses, Trojansand 
more. That was so clear in the famous 
stuxnet case in Iran and it will beclearer 
after reading this article.

Our friend from ItalyPaolo Passeri, owner of 
hackmageddon.com made anamazing 
research on Cyber War that started to 
rise in the Middle East since thebeginning 
of this year. It all started when the Saudi 
hacker 0xOmar publishedthousands of 
credit card owned by Israeli citizens. After 
that, the Israeli deputyforeign minister Dany 
Alton announced that the hacker 0xOmar 
doesn’t own allthis number of credit cards 
and this kind of terrorists must be treated 
firmly.

That made0xOmar published more credit 
cards and more Israeli hackers replied to 
him withmore attacks on different Saudi 
websites and then it became a real 
war, Israelfrom one side and different 
Arab countries from the other side. Paolo 
collectedall this data from different sources 
on the internet, gathered it in onetimeline 
and presented it to us to be published in 
Security Kaizen Magazine fifthissue. Paolo 
did a great work and his efforts were 
remarkable.
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Interview 
Vivek Ramachandranwith

1. Can you introduce yourself to Security Kaizen Readers? (your 
biography, experience, ...etc)
My name is Vivek Ramachandran, I am the Founder and Chief Trainer at 
SecurityTube.net. I discovered the Caffe Latte attack, broke WEP Cloaking, a WEP 
protection schema in 2007 publicly at Defcon and conceptualized enterprise 
Wi-Fi Backdoors. I am also the author of the book “Backtrack 5 Wireless Penetration 
Testing“. My book “The Metasploit Megaprimer” focussed on Advanced Metasploit 
usage for Pentesting and Exploit Development is up for release in June 2012.
I currently run the SecurityTube Wi-Fi Security Expert (SWSE) and the SecurityTube 
Metasploit Framework Expert (SMFE) online course and certifications which are 
currently being taken by students from over 40+ countries around the world. I also 
conduct in-person trainings in the US, Europe and Asia.
In a past life, I was one of the programmers of the 802.1x protocol and Port 
Security in Cisco’s 6500 Catalyst series of switches. I was also one of the winners 
of the Microsoft Security Shootout contest held in India among a reported 65,000 
participants. I had also published multiple research papers in the field of DDoS, ARP 
Spoofing Detection and Anomaly based Intrusion Detection Systems.
My work on wireless security has been quoted in BBC online, InfoWorld, MacWorld, 
The Register, IT World Canada etc. places. I had spoken/trained at top confer-
ences around the world including Blackhat USA and Abu Dhabi, Defcon, Hacktivity, 
Brucon, ClubHack, SecurityByte, SecurityZone, Nullcon, C0C0n etc.

2. Can you give us more information about your web site 
“securitytube.net” (its goal, services provided,...etc)
SecurityTube.net was founded in 2007 to serve as a platform for security knowledge 
sharing using videos. Today, we feel we are positioned to build an information 
security knowledge portal around securitytube which will be free for everyone to 
use. 

that you have to respect....

Founder of Security Tube.net

A man
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3. What made you take the Free Information Sharing 
Route instead of selling your knowledge?
I grew up in India living with my grandparents. My grandmother 
was a teacher in a city school and in the evenings she used to teach 
poor students for free. She always felt that if quality education could 
be provided to one and all, without a bias towards who can afford or 
not, then the world would be a better place. This value system stuck with 
me forever and has been the guiding light to me in making quality content 
free to one and all. I am proud to announce that SecurityTube is the only infosec 
training company which provides its core content for free to everyone and only 
charges when you want to certify. 

4. When did you start securitytube.net and how did the idea come 
to your mind?
During my interaction with students and infosec enthusiasts, I found that most 
of them could not find quality learning material for free and thus found it very 
difficult to enter the field. There were good quality courses and certifications 
available even back then, but the cost was exorbitant. I thus decided to start ST 
to create a free yet valuable knowledge resource.

5. What Problems did you face at the beginning?
In order of difficulty:
• I used to make large videos, but my Internet connection in India was so slow 
that I could not upload the videos  Had to really work to bring down the video 
size.
• My accent was difficult to follow for many, but now I’ve managed to try and 
have a neutral accent as much as possible
• Hosting and Video bandwidth was very expensive and I had to really cut down 
on my expenses to fund the site from my own pocket

6. When did you feel that securitytube.net idea will boom ?
I really don’t know. Infosec has become more important than ever today, and 
thus infosec education is definitely a MUST HAVE for most, rather than a good to 
have. I am just happy people enjoy the site and the videos. 

7. Did you make any marketing for your website or it is just the word 
of mouth that brought you traffic
In the beginning, I used to cross post my videos to various forums on the Internet 
to get people to use. I never spent a $ on any formal marketing. Today, most of 
the links posted on the Internet are by our visitors and thus drives our traffic.
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8. Do you have a team behind that amazing work or it’s only you?
Till the time I was running ST as a side project, I was pretty much alone with help 
from some community members like Amit Vartak, Vitomir, Prateek, Andrew, Bennett. 

Once i decided to offer certifications, I had my old friend Shubhi Saxena join me 
as a partner and then we hired our first engineer Ashish to help build the site further. 
We are still continuing to get part time help from our friend Bennett, Prateek and 
others. 

In my mind, all the visitors to SecurityTube are our extended team. I really wish to 
meet all of them someday face-to-face.

9. can you give us some statistics about your website now e.g number 
of videos uploaded, number of users watch your videos per month,...
etc
We get over 100,000+ unique visitors per month and have averaged around 1 
million unique visitors in the past year. We have over 15,000 registered users and 
around 100 unique uploads per month. 

10. What do you ask from Security Kaizen readers to do regarding 
securitytube.net ? (More comments about your videos, upload more 
videos ,..etc)
I would request your users to use the website, download all the free content and 
our courses and share them with everyone. If they are good in a particular topic in 
Infosec, then they could even make videos and share it with others. 

11. Why did you choose Metasploit to be your first Certificate and do 
you get any support from Rapid7?
Our first certification was the SecurityTube Wi-Fi Security Expert (SWSE) and born out 
of the lack of quality practical certifications in the field of Wi-Fi security. Also, most 
people had a misconception that Wi-Fi Security is all about WEP cracking, when it 
is actually way beyond that. This is what the course illustrates.
http://securitytube-training.com/certifications/securitytube-wi-fi-security-expert/

Metasploit is a fantastic tool and we wanted to leverage it to show what are the 
fantastic things one can do with it during a pentest. The SecurityTube Metasploit 
Framework Expert (SMFE) is a SecurityTube offering, Rapid 7 or the Metasploit team 
has no involvement in it. We are however very thankful to them for creating such 
an amazing tool. 

With the Metasploit tool, we also launched our online live labs where we have 
a dozen vulnerable machines which our students can exploit and learn new 
techniques at their own pace.
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12. What is your plan for 2012.Are you thinking of new certificate or 
any improvements in securitytube.net?
We are planning to line up a couple of new certifications and also re-design the 
whole website  Stay tuned and keep coming to the site for it

13. What is your Comment about Security Kaizen Magazine? And 
what is needed to rank it as one of the best magazines in Information 
Security field in the world?
You have a fantastic magazine in place with a motivated team pushing it. I am 
sure that Security Kaizen will emerge as one of the better magazines in the world. 
The most important task is to ensure that you create and publish new and rel-
evant articles so that your readers look forward to every edition.

14. In your opinion, what are the top 5 magazines in the Security 
World?
Every magazine has its own merits and demerits. Having run a community website 
I know it takes a lot of effort to create something and put it in front of the world. 
In this spirit, I personally would like to encourage everyone rather than create a 
top 5 list

15. Which Security Conferences are you keen to attend every year?
Defcon for sure. I love the crew and friendly atmosphere at Brucon, SecurityZone 
and Hacktivity. These are definitely must-attends for me
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I can imagine that some of the readers 
are saying, thanks god, I have not 
allowed Wi-Fi in my network so, I’m 
secure and I can flip the paper BUT, wait, 
unfortunately YOU ARE under Wireless 
threats even you’ve chosen not to install 
it and even if you believe that Encryption 
is enough for protecting your existing 
Wireless Network.
Actually, we are living in an era 
that connectivity and number of 
communication channels is dramatically 
increasing, everybody is bringing his 
own Device and/or Technology inside 
the corporate (BYOD/ BYOT Phenomena) 
and would like to use that in Business, 
everybody needs to be online with his 
corporate email through his Smart Phone 
and/or Tablet and asking IT to provide 
that and commonly Security is sacrificed 
for Functionality or usage in such cases.
One of the technologies that mostly used 
by these Devices is Wireless LAN or Wi-Fi 
and organizations are trying to entertain 
the connectivity by having such great 
technology but another aspect always 
over sighted which is Security.
Although, you have allowed a set of your 
users to be connected to your network 
and saved a lot in Passive Work, Cabling, 
Management of Floor switches, but your 

“Wireless 
Security Threats 
are LIVE in your 
Network”
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security posture is jeopardized, Security is 
all about Trade-off and how you choose 
between functionality and Security and 
ease of use. 
What makes the matter more complex 
is whether or not you choose to install a 
WLAN, you are vulnerable to some kind 
of Wireless Threats, but how & what kind 
of threats you are talking about here…..
so, let’s have some scenarios to be more 
practical.
Scenario #1; you don’t have a wireless 
network at all, but one of your employees 
who have a laptop or having a wireless 
card, that can be easily purchased from 
local market by 20-30 USD,  and trying 
to connect to your neighbors network 
which they have an open network and 
they have a good internet speed, good 
advantages that hackers usually used 
to offer to victims, and he is sending a 
sensitive documents or internal email 
through this neighbor’s network, so he 
typically leaked some data/information 
outside the organization without IT/
Information Security Departments doesn’t 
know about that at all, but the organization 
will know if these information is related to 
their corporate advantages and if you 
are a popular company or a bank you 
will be heading a next day’s news.
The above threat is widely known as 
“Connecting to Un-Authorized External 
APs”
Scenario#2; you have a wireless 
network and its SSID called “XYZ” which 
is your company name, and one hack-
er sits simply outside your network inside 
his car and published a wireless network 
via his Window 7 Machine called the 

same name “ XYZ”, but you were that 
expert and you have encrypted your 
legitimate “XYZ” by WPA2, but hacker 
makes it Open with internet access, so, 
users starts to connect to un-legitimate 
“XYZ” as its open and have open internet 
connection - with no-proxy – and starts to 
leaks and hacker starts to sniff and you 
know the rest of the story.
The above threat is widely called 
“Honeypots or Wi-phishing”
Scenario#3; you have a wireless network, 
and one of your employees purchased 
an Access Point – costs 20-30 USD & 
maybe less- and plugged it into Switch 
port and spread your network  outside 
the organization, and you know the rest.
The above threat is widely called “Rogue 
AP”
The above three scenarios are only 
examples and there are a lot of scenarios 
with its associated threats such as, WLAN 
Denial of Service (DOS) or Distributed 
DOS (DDOS) where hackers will try to 
make your network down and affects 
availability of the network, Ad-Hoc 
Connections is also one of the wireless 
attacks where users connects to each 
other’s  and share sensitive information 
and you won’t have any idea about such 
communication, Misconfigured Access 
Point which relates to the IT/IS operation of 
the organization which could make your 
network vulnerable through missing one 
encryption parameter in a single Access 
Point , MAC-Spoofing which widely used 
in open encryption network with Web Au-
thentication.
The below figure is showing the attacks 
that widely known for wireless;
And as you see by not having a WLAN or 
applying a good encryption only will not 
make you ahead of these threats, which 
makes your role harder but don’t forget 
that WLAN brings a lot of advantages 
and it is the time to pay the price.
The Good news that most wireless vendors 
are aware of that and they are trying 
to implement some techniques in their 
solutions to be ahead of these threats, 
some of the vendors are implementing 
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that as an integrated solution such as, Cisco, Juniper Trapeez, ARUBA… and some trying to 
protect organizations by having an overly security solution such as AirTight, Motorola AirDefense, 
AirMagnet…
Actually vendors are trying to implement WIPS – Wireless Intrusion Prevention System to monitor 
the airwaves & detect wireless threats and to be able to classify, detect, prevent & locate 
wireless threats.
It’s Paramount to mention that neither a single product nor Technology would help you to 
protect yourself against such threats, its Security Strategy, collaborative defense approach 
and applying Security Best Practices would do but from the other hand, WIPS can help you to 
complete the Defense Policy and stay ahead of such threats.
The WIPS solution usually should do the following as listed in the below table, and if you would 
to build your own WIPS you should make the below as your minimum requirements coupled for 
sure with your business requirements;

So in summary, living in a challenging era like today 
would have a lot of security challenges that should 
be looked carefully and organization should look at 
how the evolving communication channels and/or 
technologies are affecting the organization security 
posture and try to update its Security strategy and 
think thoroughly in Confidentiality, Integrity and 
Availability and how that can be applied in Pepole, 
Process and Technology.

WIPS would be able to classify who are the legitimate APs and 
which are not (External and/or Rogue) and also, which Users 
are Legitimate to connect to my network and which are not 
(External users) and by doing so, we can classify the friends and 
enemies – although it is an initial role but it is very important, 
imagine if you classify an external AP or user as legitimate!

Description

Classification

Criteria

If you would be able to detect the attacks such as Honeypots, 
MAC Spoofing, DOS…you will have a good view of your airwaves 
and easily can see the threats – this function can help you at 
least to know what is going on.

Detection

if the system is good and can detect the above mentioned 
threats so, it will be better to be proactive and prevent these 
threats and make that network clean.

Prevention

The system would be able to locate the source of the attack or 
the location of Rogue APs.

Locating

As standard and benchmarks are becoming more mature 
and should be followed for certain organizations, WIPS solution 
would help you to meet Standards like ISO27001, PCI, SOX…

Compliance

Mohamed Enab
CISSP, CCSP, SSCP 

Risk Management
in a Web 2.0 

Environment 

Introduction: Web 2.0 refers to what is known as the second generation of web development 
and design. Web 2.0 has brought about significant change in the internet such as web-based 
communities, hosted services and applications such as social networking sites, wikis, blogs 
video sharing sites, RSS Feeds and much more. Today, Web 2.0 delivers a new kind of Web 
experience that is interactive, real-time and collaborative. Although many of the underlying 
technical components of the Web have remained the same, the use of the Web as a platform 
on which to build rich applications is transforming our experience online. Organizations are 
also investing in Web2.0 technologies to harness the power of Web 2.0 to draw in more 
customers. The participatory approach of web2.0 is also taking governments by storm leading 
to the next generation of governance called e-governance 2.0.

As with any paradigm shift, technologies and processes can take us to a new level of user 
experience and productivity, but those same technologies also present us with a new level of 
threats and risks. Whether inadvertent or intentional, the threats are equally dangerous to the 
people, customers business and countries. These risks if identified and controlled in the proper 
way can bring a lot of benefits to the organization and society as a whole.

Managing and mitigating risks in web 2.0 requires a more diversified approach rather 
than a single straight approach. As per a recent study by KPMG insider report a significant 
percentage of the organizations are not confident on the security measures that are in place 
for Web 2.0This is done through an integrated approach of people process and Technological 
Controls. Before we dwelve deep into the mitigation strategies we will analyze the threats that 
are evident through Web 2.0 Technologies
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Vinoth Sivasubramanian 
I am a founding member of ISSA UAE and a working committee member of International 
Cyber Ethics. CEH,ABRCCIP, ISO 27001 LA,



37
Securitykaizen Magazine
Best Practice

Humans

Threat Source

Systems/Networks

Application related

Improper Controls

Loss of sensitive data 
knowingly or unknowingly

Threat Source

Malware,virus,spyware, logic bombs 
and a host of other threats

Malware, logic bombs 

Loss of data, virus, logic 
bombs etc.

Loss of Reputation in the 
eyes of public.

Implication

Loss of CIA, Legal Implications 
and Financial losses.

Loss of CIA, legal and 
financial implications.

Loss of CIA, Legal Implications, 
Reputation damage and 
Business losses.

Social Networks, Blogs 
Instant messenger private 
Email etc

Vulnerable Areas

Browsers, unpatched 
systems and Servers

Applications 

Entire organizations is 
exposed

The threat table given above is not 
comprehensive and is intended to 
organize the rest of the article and is not 
intended to be complete, but can be 
used as a sample to map out threats and 
their implications.
Now with some familiarity on threat 
source, now let us analyze some of the 
strategies that could be implemented 
for mitigating and controlling the threats 
caused by the above sources. Threats 
discussed above can be mitigated 
through a multi layered defense process 
of Internal Controls, Technological 
controls and process.
1. Human Threats: People are the weakest 
as well as the strongest link in an 
organization. Social networks such as 
LinkedIn, MySpace are some of the major 
social networking sites where people 
working within the organization can leak 
some of the sensitive data deliberately 
or inadvertently. Organizations cannot 
block social networks because they 
will become the base infrastructure for 
business and personal interaction of the 
future. For effective social network usage 
in the workplace and to ensure that 
valuable data is not leaked organizations 
must ensure the following minimal steps
1.1 Define a policy for virtual environments: 
Clearly document what are the websites/
activities that are allowed within the 
corporate environment. Also document 
what are the activities that are allowed in 
virtual environments. Take the help of a 
legal counsel and document the actions 
that would be initiated in the event of not 
complying with this policy.

Threat Sources for WEB 2.0

1.2 Monitor virtual environments: As 
workplace is not the only place vital data 
can be leaked, therefore monitor virtual 
environments regularly. IT heads must 
make sure that they organize an internal 
team to monitor virtual environments for 
slanderous comments, sensitive data and 
other objectionable content. This must 
be done periodically at least once in a 
month and reports stored, deviations if 
any must be reported to the Management 
and actions taken in accordance with 
local laws and organizational policies.
1.3 Educate End Users: Security is 
everyone’s responsibility. Educating 
End Users in the current day on security 
awareness has changed a lot, it 
becomes essential that they be taught 
not only the traditional Email, System and 
web security jargons. Educate the staff 
members on what can be discussed/
posted on virtual environments.. Also 
educate them on the effects that would 
follow suit if inappropriate behavior is 
found out. Also educate them on the 
Potential risks that the organization is 
exposed to if browsing from an airport/
coffee shop. Have a training manual, 
distribute them to everyone and keep 
them updated. Conduct regular security 
training awareness programs.
1.4 Invest in Training and Development: 
Keep the security people busy, invest in 
training the security personnel on latest 
threats and protection through internal 
resources or external training, and make 
sure that they stay updated on the 
latest trends and technologies. Security 
personnel who do not keep themselves 
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updated on latest technologies, trends 
pose a threat by themselves. Senior 
Management should ensure that these 
people are updated on latest trends and 
technologies through internal seminars 
conferences etc. The IT department can 
subscribe to good security journals such 
as ISSA, ISACA, IEEE etc which provide 
a wealth of information on security and 
related research.
1.5 Imbibe Ethics and Integrity into the 
culture of the organization: This is by far 
the most potent weapon for creating 
an almost infallible security within the 
organization but also the most difficult. 
Outlined are some simple points to 
imbibe a culture of integrity and ethics 
within the organization.
* Have a written code of ethics in place 
involving all business leaders, ensure that  
every employee sign it and make them 
aware on the advantages of having one 
in place , how and where to report in 
case of violations. Have regular Ethics 
awareness training programs for the staff 
members.
* Leaders and senior management 
must practice integrity and fairness in 
all their dealings, this way it spreads 
and percolates as a culture within the 
organization.
* Have and develop a mature people 
compliant mechanism using fair rigorous 
performance management systems. This 
will ensure that right people are retained, 
trained and motivated. Have incentives 
linked for ethical behavior and acts, 
measure the effectiveness over time 
and keep innovating for having a highly 
positive culture.
2. Protect System Assets: System Assets 
Include the servers ,desktops, PDA, 
Blackberry’s, laptops and any other 
asset that is used for accessing data in 
an organization . Since Web 2.0 Runs on 
all web browsers, exploitation can occur 
both at the server side and the client 
side, which can get distributed therefore 
it becomes mandatory to harden servers, 
desktops, PDA, Laptops. Some suggested 

best practices for protecting systems 
assets are 
1. A baseline standard like NIST can be 
used for hardening the Servers, operating 
systems, PDA, Desktops and Laptops. 
2. Make sure an updated antivirus runs on 
all the system assets in the organization. 
3. Make sure the necessary patches are 
updated on all the system assets.
4. Implement Host Intrusion Prevention 
Systems with proper configurations to test 
for anomalies on servers that host Web 
applications
5. Finally make sure you test all the system 
assets regularly to keep them updated 
against emerging threats.
2.1 Network Hardening: A hardened 
network implemented with proper next 
generation firewalls and necessary 
controls provide a vital defense for the 
organization against any kind of attack. 
Fortifying networks is probably the first 
level of defense and must be properly 
done.
Some of the basic and necessary steps 
that need to be performed are the 
following apart from the technological 
solutions that need to be implemented.
1. Harden all the network devices using 
standard baselines such as NIST. 
2. Manage Change effectively on the 
networks. If a new route has to be added 
on the firewall/router make sure they 
go through a change management 
procedure and update the configuration 
management database.	
2.1.1	 Implement Next Generation 
Firewalls: legacy URL filtering solutions are 
insufficient. They rely only on categorized 
databases of URL entries that only update 
a few times a day. What is needed is a 
“reputation system” that assigns global 
reputations to URLs and IP addresses, 
and works alongside the categorized 
databases for the ultimate protection. A 
sophisticated, third-generation reputation 
system provides a mechanism for deter-
mining the risk associated with receiving 
data from a particular Web site. This rep-
utation can be used in conjunction with 
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categories in an organization’s security 
policy, allowing them the ability to make 
the appropriate decision based on 
both category and security reputation 
information. This reputation-based URL 
filtering solution needs to be global in 
scope and internationalized to handle 
Web sites in any language.
It is critical that the reputation system 
provide both Web and messaging 
reputation. Since malicious attacks are 
multi-protocol, the reputation system 
must be aware of both email and Web 
threats. A new domain without content 
cannot be categorized, but if it is 
associated with IP addresses sending 
email and they have a history of SPAM, 
phishing or other malicious activity, then 
the Web reputation for this uncategorized 
domain can immediately be determined 
and security protection provided to those 
who try to access it. 
Organizations should deploy email 
gateways that utilize sender reputation to 
stop malicious attacks, often launched 
via spam and social engineering. Email 
reputation is also critical as spam, 
phishing and other malicious emails will 
include an URL or IP address that needs 
to be immediately fed back into the Web 
gateway security infrastructure.
2.1.2	 Ensure That All Caches and Proxies 
are “Security-Aware”:
Objects that are cacheable must be 
filtered for malware, security reputation, 
and URL filtering policy prior to delivery to 
the requestor’s browser. Cached objects 
must have these filters applied each 
time the object is delivered to the end 
user because the reputation may have 
changed since the object was originally 
cached or the security policy of this 
requestor may be different than the 
previous requestors. This policy might be 
different in any of these areas: security 
reputation, URL filter policy or malware. 
Deploying caches and proxies that 
are not security aware runs the risk of 
delivering malicious code to the user.
2.1.3	 Enable Bidirectional Filtering:  
Ensure that Bi-directional filtering and 

application control are implemented 
at the gateway for all kinds of web 
traffic. This will scan all incoming and 
outgoing web traffic which will assist the 
IT security personnel in having a greater 
view of what comes in and goes out; 
filter unwanted traffic, monitor violations, 
incident response and forensics. Store the 
data onto a syslog server and archive it 
after a certain interval of time.
2.1.4	 Implement Deep Content 
Protection:  There are many products 
available in the market today for 
implementing deep content protection. 
Web sense for an example. But for 
achieving success organizations must 
make sure they have taken the following 
steps
1. Have a clearly defined security policy 
on what should be done by whom.
2.	 Defined what are sensitive and 
what is not sensitive with reference to 
data.
Once the above necessary steps are 
done then the Deep Content Protection 
takes care of things, Information that is 
classified can be ensured not to be sent 
over to personal Email IDs even through 
Official IDs. Deep content protection 
also empowers the IT security personnel 
to granularly control what users will be 
able to do in the virtual world using the 
organizational network; example users 
can be allowed to view social networks 
but can be restricted access to post.
2.1.5	 Use Comprehensive Access, 
Management, and Reporting Tools
Enterprises should deploy solutions that 
provide “at-a-glance” reporting on the 
status and health of their services. They 
also need both real-time and forensic 
reporting that allows them to drill down 
into problems for remediation and post-
event analysis. Providing robust and 
extensible reporting is a critical function 
to understand risk, refine policy, and 
measure compliance.
3.0 Application Hardening: Developing 
a successful and secure application 
involves many phases, while there are 
a plethora of articles and standards 
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available online on the application 
related vulnerabilities of Web2.0 and 
how to deal with then, we will focus on 
the overall picture including the soft 
concepts. We do not dwelve into each 
and every exploit here but outline those 
basic steps that need to be taken which 
has been overlooked in comparison 
with technical related vulnerabilities. 
Following these simple steps can ensure 
to a good extent that the applications 
are securely built, Future Vulnerabilities 
can be easily dealt with if these simple 
guidelines are followed.
1. Have/ Hire competent programmers 
in place who are also deft at handling 
application security. Develop a culture of 
secure programming within the IT Team. 
Have the Information Security personnel 
participate in the development process.
2. Practice good coding standards 
using baselines and other standards 
available from various resources, one 
good resource is (www.owasp.org). 
Ensure that they are strictly followed by 
the programming team.
3. Create a Threat model of the 
application using known and unknown 
incidents and do stressful penetration 
tests on the application before they go 
live. Document the recordings of the 
tests. This will serve as a reference point 
for building future applications and saves 
time and money.
4. Have a matured risk assessment/ 
management process in place that 
has a holistic approach towards the 
application going beyond applications. 
By having a matured risk management 
process in place, process becomes 
repeatable which saves a lot of time 
when newer applications are built.
4.0 Process and policy Control Mechanisms:
4.1 Security Policies In place: Have 
effective security policies in place 
and ensure that they are followed by 
everybody. Always have them current in 
line with changing trends of security and 
business and measure their effectiveness 
by conducting regular awareness quizzes. 
Monitor for violations using technology, 

process and people. Record and rectify 
them.
4.3 Incident response: Inspite of the 
best firewalls and effective security 
policies and audit and the best people, 
breaches and threats can be realized 
and if such an incident happens make 
sure there is an incident response plan in 
place on how to deal with that situation. 
Train People on Effective Incident 
Management procedures.
4.4 Conduct Continuous Risk Assessment: 
Conduct Regular risk assessments on Web 
applications with a holistic approach 
towards security and check to see if the 
controls are to an optimum and desired 
level as expected by the business units 
and executive management.
Following Bench Marks: Finally 
benchmark your protection strategy at 
regular intervals against global standards 
or other best practices followed by your 
peers or other organizations. Align them 
to your business needs if needed.
Conclusion: Web 2.0 is a boon and if 
implemented and managed properly 
organizations societies and countries 
can benefit from the participatory 
approach of Web2.0. Organizations and 
governments spanning countries must 
come forward with good regulations, 
measures for making this new trend a 
success for one and all as cyber security 
and websites cannot be restricted to a 
single country alone.
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