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= Cyber Warfare, cyber spying, and cyber terrorism & “cyber warfare” can
consist of any type of aggressive or malicious action taken against a corporation,
private citizen, or government agency that occurs in cyberspace.

= There are a number of different forms of cyber attacks that can be
perpetrated against a person, business, or government and these different
attacks typically build on each other toward a single goal.

= Espionage is a common form of “cyber warfare”, often referred to as cyber

espionage, and typically consists of attempting to learn secret or private
information about a person, business, or government.



Fields of Cyber Warfare

Mentioned are the websites that are related to government, military, economy
and others that affect the country, which mean that any attack on this
websites will cause problems to country government or like.

Computers and Networks

Referred to Computers and Networks used in important institutions, such as:
Military institution, Government institutions, Oil industries & Banks.
It also includes personal computers for employees in these institutions.
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To collect intelligence information.
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Electronic Jihad
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Sabotage operations to inflict losses to other countries
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To stand against the electronic arms systems owned by opponent
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The political repercussions in the Middle East
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”I-a-cking Teams Review
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IDF Team:

7970 IMF0R A0 K TR O M

077215 07121 A0°T 11 WOBw O 72 NS M@l , Uo7 "197 ,J0
http://pastebin.com/9TFyijax

## IDF-Team ##

Because lame hackers from Saudi Arabia decided to launch an attack against
Israeli sites such as the airport site "EL-AL" and sites of Israeli banks, today,

o1/17/12
Official stock exchange site of Saudi Arabia at the following address

http://www.adx.ae not be available online and is only the beginning, in addition

there may be disruption to the government's stock exchange site at the following:
http://www.sama.gov.sa/ @ snsnns

If the lame attacks from Saudi Arabia will continue, we will move to the next level
which will disable these sites longer term may come to weeks or even months.
Vou have been warned.

## IDF-Team ##

IDF-Team(@inbox.com

» Taken down Stock Exchange websites in Saudi and UAE with DDOS Attack.
» Taken down Hamas website with DDOS Attack.



Hannibal:

updated Print | Font: [AlA + —

An Israeli hacker calling himself Hannibal stole and exposed the Facebook login eredentials of
85,000 Arabs earlier this week. It's the latest retaliatory strike in a politically motivated battle
between Israeli and Arab hackers that's been going strong sinee the beginning of the month.

Hannibal posted 20,000 Facebook users' email addresses and passwords of what he called
"helpless Arabs" on Sunday (Jan. 15); the next day, he posted 30,000, followed by 10,000 on
Tuesday and 25,000 on Wednesday, ZDNet reported. Hannibal posted the eredentials on

Pastebin, but his post has since been taken down.

» Known with his leaks for thousands of Emails and password for Arab users.



el Hacking Teams Review

Nuclear-Group:

pastebin.com *® - 2, Googl

PASTEBIN | #1 paste tool since 2002 create new paste | tools | api

4y
WX PASTEBIN

B create new paste  gllll trending pastes signup | login | mya

search...

MNuclear-Group's Pastebin
TOTAL PASTES: 4 | PASTEBIN HITS: 16,749 | TOTAL PASTES HITS: 5,109 | JOINED: 203 DAYS AGO
LOCATION: M/A | WEBSITE: M/A

MAME / TITLE ADDED EXPIRES HITS SYNTAX -
50,000 Credit Cards of Iranian Citizens By Muclear... Felr 9th, 12 Mever 362 Maone -
Revenge Tomarrow Feb 8th, 12 Mever 140 Mone -
4000 Credit Cards of arabs around the world, Jan 27th, 12 Mever 3,604 Mone -
Contact Muclear Group Jan 158th, 12 Mever 1,003 Mone -

» Leaked 50,000 Credit Cards of Iranian Citizens.
» Leaked 4,000 Credit Cards of Arabs around the world.



SaNTil2:
NAME / TITLE ADDED
@ 1500 Facebook users of the Arabs Part 3 Feb 9th, 12
@ 900 Facebook users of the Arabs Part 2 Jan 26th, 12
@ 370 Facebook users of the Arabs Part 1 Jan 25th, 12
@& Arab sites were broken into Jan 21st, 12

> Leaked 2500 Facebook Arab users.

Hencohen

ams Review

EXPIRES

Mever

Mever

Mewver

Mewver

HITS

299

614

489

281

He is an Israeli spammer used to spam bank accounts in UAE and Qatar.

SYNTAX

Mone

Mone

Mone

Mone




NickNiTRo:

NAME / TITLE
FREE Facebook Accounts [By MickMiTRo]

Mew Arabian Credit Cards

& & & & & & & & & & @

Part 10 | 40,000+ Arabs Facebook Accounts [By Mick...
Part @ | 40,000+ Arabs Facebook Accounts [By MickM...
Part & | 40,000+ Arabs Facebook Accounts [By MickM...
Part 7 | 40,000+ Arabs Facebook Accounts [By MickM...
Part & | 40,000+ Arabs Facebook Accounts [By MickM...
Part 5| 40,000+ Arabs Facebook Accounts [By MickM...
Part 4| 40,000+ Arabs Facebook Accounts [By MickMi...
Part 3| 40,000+ Arabs Facebook Accounts [By MickMi...
Part 2| 40,000+ Arabs Facebook Accounts [By MickMi...

part 1| 40,000+ Arabs Facebook Accounts [By MickMi...

eams Review

ADDED
Jun 1st, 12
Jan 18th, 12
Jan 16th, 12
Jan 16th, 12
Jan 16th, 12
Jan 16th, 12
Jan 16th, 12
Jan 16th, 12
Jan 16th, 12
Jan 16th, 12
Jan 16th, 12

Jan 15th, 12

EXPIRES

Mever

Mever

Mever

Mever

Mever

Mever

Mever

Mever

Mever

Mever

Mever

Mever

HITS

101

8385

1473

383

117

242

750

345

422

436

859

SYNTAX

Mane

Maone

Mane

Maone

Mane

Mane

Mane

Mane

Mane

Mane

Mane

Mane

» Leaked about 40k Emails & passwords of Arab users with some credit cards data.
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ming Teams Review
——

Ashiyane Digital Security Team:

Total notifications: 39,177 of which 8,617 single ip and 30,560 mass defacements

Legend:

N
H - Homepage defacement Rpralelds

M - Mass defacement [click to view all defacements of this IP]
R - Redefacement [click to view all defacements of this site]

L - IP address location

W - Special defacement [special defacements are important websites)

Date Motifier HMREL 7 Domain

2012f08/09 ;:::IIFIEIZ:ET o Digital Ed  wwwswithk.com/show_new.php?id=22
2012/08/09 ;::::iat:ETeam Digital M R L3 buildersoutheastlonden.co.uki..
2012/08/09 Ashiyane Digital M E3 bugg.co.wkfincludes/templates_..,

Security Team

Linu

Linux

Linuz

View

mirrar

mirrar

mirror

» The Iranian Fars News Agency reported that the Ashiyane Security Group Hacked 400 Israeli
websites, including the websites of the Mossad and Israeli Defense Minister EhudBarak.

» The team manage and moderate one of the best Iran Hacking communities called:

http://ashiyane.org/forums



Mafia Hacking'feam

Date
2005/04/18
2003/04/18
2005/04/18
2003/04/18
2003/04/18
2005/04/18
2003/04/17
2009/04/17
2003/04/17
2003/04/17
2009/04/17
2003/04/17
2003/04/17
2005/04/17
2003/04/17
2009/04/17
2005/04/17
2003/04/17
2009/04/17

2005/04/17

2005/04/17

2009/04/17
2005/04/17
2003/04/17
2009/04/17

» They are one of the active teams in attacking Egyptian web sites with archive

MNotifier

Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team

Persian Boys Hacking
Team

Persian Boys Hacking
Team

Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team

T ZEEZTEZ=EZE=EZZEZ E2Z E

=

T ZTEEZ =

R L 7 Domain
R
R

# wenw,presidency.gov.eg/darklord...

¥ library.idsc.gov.eg/darkl0rd.htm
www.investinalexandria.gov.eg/...
www. goief.gov.eg/darklOrd.htm
www, moi.gov.eg/darklOrd.htm

# wenw.mdci.gov.eg/dark|Ord.htm

# www, pbe.gov.eg/darklOrd. htm

# wenwalex-cic.gov.eg/darklOrd.htm

# www, assiuttp.gov.eg/darklOrd. htm

# www egsma.gov.eg/darklOrd,htm

# www.observatory.gov.eg/darkiOr...

# weew, eitpfollow.gov.eg/darkl0rd...

# weew. fayoum.gov.eg/darklOrd. htm

# wenw.ngisc.gov.eg/darkiOrd. htm

* preview.idsc.gov.eq/darklOrd,htm

# www.cairobiennale.gov.eg/darkl...

# wenw.alexmuseum.gov.eg/darklOrd...

# weew.mop.gov.eg/darkl0rd, htm
conferenceidsc.gov.eg/darklor...

www.gem.gov.eg/d.htm

# wenw,suez.gov.eg/d.htm

www, sco.gov.eg/darklOrd.htm
www.grm.gowv.eg/darkl0rd.htm

www tanmia-maosharka.gov.eg/dar.,

www.gocp.gov.eg/darklord. htm

of many “.gov.eg” Hacked web sites.

Teams Review

a5

Win 2003
Win 20032
Win 20032
Win 2003
Win 20032
Win 20032
Win 2003
Win 20032
Win 2003
Win 2003
Win 20032
Win 2003
Win 2003
Win 2003
Win 2003
Win 20032
Win 2003
Win 2003
Win 20032

Win 2003

Win 2003

Win 20032
Win 2003
Win 2003
Win 20032

View

mirrer
mirraer
mirrer
mirrar
mirraer
mirrer
mirrar
mirrer
mirrer
mirrar
mirrer
mirrer
mirrar
mirror
mirrer
mirrer
mirror
mirrer

mirrer

mirrer

mirrer

mirraer
mirrer
mirrar

mirraer



ISCN

Is an Iranian team consists of 2 Iranian Hackers named as: Mormoroth, M49icBoy.

Inf3rN.4IL

Is an Individual Iranian Hacker used to Hack into Arabs web sites.

Date
2011/08/02

2011/07/12
2011/06/28
2011/06/27
2011/06/07
2011/04/05
2011/04/05
2011/02/14
2011/02/14
2011/02/07
2011/02/04
Z0ii/01/21
2011/01/20
2011/01/19
2011/01/13
2010/12/18
2010/11/19
2010/11/11
2010/11/11
2010/11/09
2010/11/08
2010/11/08
2010/10/18
2010/10/14
2010/10/086

Motifier

Digital Boys

Underground Team
Mr-adel

Hmei?

red virus
the_storm
Inf3ri.4IL
Inf3ri.4IL

Mafia Hacking Team
Mafia Hacking Team
stupid
MaZsTrO-Dz
ISCH

ISCN

ISCN

ISCH

Hmei?

CmiDeR

Hmei?

TacticialM
TNT-PoweR
1923Turk
1923Turk
n_byt3

Hmei?

iskarpit

HMRL % Domain

== 7 waw.nctgov.eg/db.htm

= www.esa.gov.eg/dz.xt
= ¥ wow.tobacco-control. mohealth.g...
== % www.housing-portsaid.gov.eg
= ¥ www.dpa.gov.eg/training/file.p...
== 7 wew.egyinfo.gov.eg/Lovehtm
—= % 1000garya.gov.eq/Love.htm
== ¥ mfti.gov.ea/images/
== T www.mti.gov.eg/images/
& % www.aswan-sun.gov.eg/me.php
== T wew.nmi.gev.eg/mdz.htm
[#1 % maadicity.gov.eq/Default.aspx
== ¥ msd.afmic.gov.eg/iscn.htm
T wow.elshoura.gov.eg/hits!
== T wew.mme.gov.eg/index.html
# eaea.gov.eg/indonesia.htm
# sme.gov.eg
# www.monofeya.gov.eg/indonesia.htm
o www.assiut.gov.eg/newnewnewall..,
# ewra.gov.eg
#* services.monofeya.gov.eg/image...
#* services.ismaelya.gov.eg/image...
#* www.gizaedu.gov.eg
#* www.mcit.gov.eg/indonesia.htm

# www.egtheatre.gov.eq

eams Review

05

Win 20032

Win 20032
Win 20032
Linu=

Linu

Win 2008
Win 2008
Win 2003
Win 2002
Win 2003
Win 2002
Win 2002
Win 2002
Win 2002
Win 2002
Win 2002
Win 2002
Win 2002
Win 2002
Win 20032
Win 20032
Win 20032
Win 20032
Win 20032

Linuz

View

mirror

mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirrar
mirror
mirrar
mirror
mirrar
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror

mirror



‘eams Review

Digital Boys Underground Team
Persian Boys Hacking Team

Both teams is Iranian teams, they used to Hack into .gov. any extension just to get Stars for a
special defacements in zone-h.org web sites which will help them to be ranked in zone-H stats.

Total notifications: 7,874 of which 1,017 single ip and 6,857 mass defacements

Legend:

H - Homepage defacement

M - Mass defacement [click to view all defacements of this IF)

R - Redefacement [click to view all defacements of this site)

L - IP address location

¥ - Special defacement (special defacements are important websites)

Date Motifier HMRL 7 Domain o5 View
2012/08/01 B:?c:?;;rnund TEamEID\FS H == 4 interrior.ospjn.gob.ar Win 2002 mirror
Z012/07/30 B:-?{::Egrnund TEEmEIm'rS M R o= % www.e-ca.iaa.csic.es/db.htm Linux mirrar
2012/07/30 B:'?«:::ZE;;rnund TeamElws R o= W e-ca.iaa.es/db.htm Linux mirrar
2012/07 /20 B:—?{::EE;Lrnund TEamEIDYS F. Bl ¥ skhcn.bacgiang.gov.en/db.htm Win 2003 mirrar
2012/07/30 B:'?{::EE;;rnund _I_EamEIWS r. [ ¥ danguybinhthuan.gov.en/db.htm Win 20032 mirror
2012/07/25 B:_?JELWUM TEEmE"’"‘S H R blog.irist.ir Linux mirror
2012/07/24 B:'?{::ZE;;round TEEmEIWS H == 4 jiegi.scripts.mit.edu Linux mirror
2012/07/23 B:_?J'Zimnd TEEmE":'“S H E2 ¥ swib.stanford.2du FS Big-1P mirror
2012/07/23 B:—?{::EE;;rnund TEEmEIWS &= o wwwi5.stanford.edu/group/swib/... Linux mirror
2012/07/23 B:?c:?;;rnund TEamEID\FS =5 4 wwwi1.stanford.edu/group/swib/... Win 2002 mirror
2012/07/19 Digital Boys . [l ¥ www.nongnghiepsoctrang.gov.aen/ . Win 2003 mirror

Underground Team



Iran Hacking Teams Review

Iran Cyber Army:

» |s the most experienced Iranian Hacking teams, as they successfully Defaced Twitter.com
and baidu.com in 2009, both sites are high ranked sites and from the top 50 sites around the
world, they claimed to Hack into that sites using DNS exploit privately found and exploited by

the team.



Hacker.web9:

_;)
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» Known with his attacks against “Sunnah” web sites and Arab Hacking
web sites, he had exploit in godaddy.com domains registrar and been very
active in the cyber war between Sunnah and Shiaa in 2008, he used that
exploit to Hack into alarabiya.net the Arabian news agency, as he did
Hacked xp10.com the first Arabian Hacking web site.



http://www.alarabiya.net/

@ Arab Hacking Teams




”F—Tac_king Teams Review

T ———
Team-Evil:
Date Motifier H M R L % Domain 0s View
2008/08/285 Team-evil W www.toyota.co.il/news1.asp Win 2000 mirror
2006/11/28 Team-Evil H R W www.fiat.co.il Win 2003 mirrer
2006/11/13 Team-Evil H W crossword.msn.co.il Win 2003 mirrer
2008/11/0%9 Team-EBwvil #* www. kereni.gow.il/db Win 2003 mirror
2o0s/10/22 Team-EBwvil H W oi-travel.msn.coil Win 2003 mirror
200&/10/07 Team-EBwvil H ¥ habama.msn.coil Win 2000 mirror
2006/09/18 Teaam-Evil M ™ wwww. antidrugs.gov.il/news/defa... Win 2000 mirrar
2008/09/15 Team-EBwvil H M T oweewrenault.coil Win 2003 mirror
2006/03/09 Team-Evil H W owww.nissan.co.il Win 2003 mirrer
2006/08/07 Team-Evil H M W www.mazda.co.il Win 2003 mirrer
2006/08/05 Team-Evil H W www.ford.co.il Win 2003 mirrer
200&/07,/03 Team-EBwvil H M o oweww eGowv.co.il Linu= mirror
200&/07,/03 Team-EBwvil H M o oweww FirstGowv.co.il Linu= mirror
2006/07/03 Team-Evil H M W www.Government.co.il Linux mirrer
2006/06/28 Team-Evil H M W www.Citroen.co.il Win 2003 mirrer
200&8/06/28 Team-EBwvil H M ¥ tarbut-hadiur.gow.il Win 2003 mirror
200&8/06/28 Team-evil H M o oweww bmw, co.il Win 2003 mirror
2008/04/12 Team-evil H o www.iibr.gov.il Win 2003 mirror
2006,/04/09 Team-evil W www.meodonalds,co.il/index.htm Win 2003 mirrer
2006/02/06 Team-Evil W jsis.washington.edu/ma.htm Win 2003 mirrer
2005/09/07 Team-evil o www.export.gov.il/_Uploads/531... Win 2000 mirror
2005/09/07 Team-evil M R W www.orianit.edu-negewv.gov.il/f.. Win 2000 mirror
2003/08/20 Team-evil * www.ci.st-charles.il.us/news/s... Win 2000 mirrer
2003/08/28 Team-evil W www.sinaloa.gob.mxfpdb/galeri... Win 2000 mirrer

» In June of 2006, around 750 Israeli websites were Hacked in one day in a coordinated
campaign. The sites were taken down and replaced with a screen displaying the message:
"Hacked by Team-Evil Arab hackers u KILL Palestine people we KILL Israeli servers." Among
the targeted sites were those of Bank Hapoalim, a Haifa-area hospital, the Israeli
representatives of international car manufacturers BMW, Subaru and Citroen, and of the
Kadima party.



Teams Review

S4udi-S3curity?'i'3rror:

Total notifications: 323 of which 174 single ip and 149 mass defacements

Legend:

H - Homepage defacement

M - Mass defacement [click te view all defacements of this IP)

R - Redefacement {click to view all defacements of this site)

L - IP address location

1 - Special defacement (special defacements are impoertant websites)

Date Motifier HMRL % Domain o5 View
2012/08/09 S4udi-S3curity-T2rror H r B2 * wwwiranembassy.org.za Linux mirrar
2012/02/24 S4udi-S3curity-T3rror H R B ¥ forumz.msi.com.tw FreeBSD mirror
Z01z/0z2/z24 S4udi-S3curity-T3rror H M R Bl % forum-tc.msi.com FreeBSD mirror
2011/11/28 S4udi-S3curity-T3rror H M 2 9 nio.org Linux mirrar
2011/11/21 s4udi-S3curity-TZ3rrar H M ™= % blog.nlconsulateerlando.arg Linux mirrar
2011/10/24 S4udi-S3curity-T3rror H == % iranembassyjp.arg Win 2003 mirrar
2011/10/24 S4udi-S3curity-T2rror H =5 % iran-embassy-oslo.org Limuz mirrar
2011/10/17 S4udi-S3curity-T2rror H =5 % shia.iranembassy.co.zw Linux mirrar
2011/10/14 S4udi-S3curity-T3rrar H = W wwwZ.ijrood.gov.ir Linuz mirrar
2011/10/14 S4udi-S3curity-T3rror H r B * survey.msi.com FreeBSD mirror
2011/10/04 S4udi-S3curity-T2rror H fssl # www.rma.packardbell.cl Linux mirror
2011/09/15 S4udi-S3curity-T2rror H [0 % moc.gov.sy Linux mirrar
2011/09/09 s4udi-S3curity-t3rror H R i ¥ mod.ir .‘.----- amEEEE Linuzx mirrar

» Known with his attacks against Iranian government and embassies web sites, one of his
famous attacks was against Iranian Ministry of Defense: http://www.mod.ir



mking Teams Review

e ———
Gaza Hacker Team:

Total netifications: 1,482 of which 247 single ip and 1,235 mass defacements

Legend:

H - Homepage defacement

M - Mass defacement [click to view all defacements of this IP)

R - Redefacement [click to view all defacements of this site]

L - IP address lecation

W - Special defacement [special defacements are important websites]

Date MNotifier HM™MREL % Domain os Wiewr
Zoiz2/07 /28 Saza Hacker Team H MR =] www.yboreative.co.il Win 20032 mirror
2012/07 /28 Saza Hacker Team H MR =] wwnw, mymed. co.il Win 20032 mirror
2012/07 /28 Gaza Hacker Team H M FE 21 wwwruderman,co.il Win 2003 mirror
2012/07 /28 Gaza Hacker Team HMPR = wwwsilverpro.co.il Win 2003 mirror
2012/07 /28 Saza Hacker Team H MR =] werw, kitchenstudio.co.il Win 20032 mirror
2012/07/28 Gaza Hacker Team H MR 2 trb.coil Win 2003 mirrer
2012/07 /28 Gaza Hacker Team H MR & animalvet.co.il Win 2003 mirror
2012/07 /28 Saza Hacker Team H R =] www.eldangroup.co.il Win 20032 mirror
2012/07/27 Saza Hacker Team H M =1 wwnw,.edelstein. org.il Linuz mirror
2012/07 /26 Gaza Hacker Team H &1 www.smartcash.co.il Win 2003 mirror
2012/07 /26 Saza Hacker Team H M =1 wwnw. lewi-mp.co.il Win 20032 mirror
2012/07/26 Saza Hacker Team H M =1 www.mantraspa.co.il Win 20032 mirror
2012/07 /26 Gaza Hacker Team H M &1 www.baclklife.com Win 2003 mirror
2012/07 /26 Gaza Hacker Team H M %1 morag.artvision,co.il Win 2003 mirror

» Team runs the website of the same name. It is responsible for defacing the Kadima
party website on February 13, 2009. they also Hacked into the Knesset web site, Haaretz
daily, and Israel's Deputy Foreign Minister Danny Ayalon's website.

» Team Members: Mr.LeOn & Claw & Casper



Arab Hacking Teams Review

DZ Team:
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> It first made headllnes in April 2008 when it Hacked the Bank of Israel website over
Passover weekend. DZ Team defaced several Israeli websites during Operation Cast
Lead, including the Israeli portals of Volkswagen, Burger King, and Pepsi, the website
of Israeli defense contractor BVR systems, the Kadima party website, and the Hillel

Yaffe hospital website.
» Team Members : The Moorish - Kader11000 - HisOk4 - maxi32 - L4st-H4ck3r - Oxide



qz-a—t; Hacking Teams Review

Oxomar:
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»The Saudi Hacker who is constantly causing trouble for Israeli's, he also known with
his huge leaks of Israeli people credit cards, emails and password and personal data on
the internet,.

»0xomar started a cyber war against Israel by leaking over 400k of Israeli credit cards
on the internet and DDosing on big Israeli sites also defacing some “.gov.il” web sites.



Teams Review

XP-Group A.K.A Alm3refa Group:

GROUP-XP Warns of more Israel Information Leaks

By Lee
Fublished January 4th, 2012

vAB0E S0

SRAEL

AIS LE MEME

VISIT

VOUS NE SE

This week we seen thousands of Israeli's attacked via cyberspace in the form of data breaches and credit
card and personal detail leaking and now In what's become so far one of the biggest hacks of information
in some time, has made major headlines and really got a lot of blood boiling has now released another
statement that warns of more attacks to come over the coming weeks

The messages which was put as a link on to the one of the last dump paste on pastebin.com by
GROUP-XP.

The message from GROUP-XP.

' ™

Response to some comments:

a) Its not only One, we used One to reach our message to people, we havecked larger
networks to gather those information, it’s not single source

b) That isnt a single file, see 40,000 file with fresh cards, look at 27000, efc.

c) It’s first part of our release of files, wait for the next in couple weeks

» Known with them huge attacks against Shiaa web sites which caused a cyber
war between Iranian Hackers and Saudi Hackers in 2008 as the Saudi Hacker
Oxomar is one of the XP-Team.



CapoO_Tunis;i.&no:

Total notifications: 4,250 of which 208 single ip and 2,952 mass defacements

Laegend:

H - Homepage defacement
M - Mass defacement (click to view all defacements of this IP)
R - Redefacement (click to view all defacemeants of this site)

L - IP address location
W - Special defacement (special defacements are important websites)
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W Domain

ambassadorisrael.allbiz.co.il

ambulance.allbiz.co.il
aroma.allbiz.co.il
adifim.allbiz.co.il
quality.allbiz.co.il
babylon.allbiz.co.il
aviv-hitech.allbiz.co.il
ats.allbiz.co.il
astrology.allbiz.co.il
carspa.allbiz.co.il
coaching.allbiz.co.il
cognito-con.allbiz.co.il
cv-pool.allbiz.co.il
dayan.allbiz.co.il
funtaziko.allbiz.co.il

eranron.allbiz.co.il

alaectrosupply.allbiz.co.il

dyslexia.allbiz.co.il
duna.allbiz.co.il
dogscenter.allbiz.co.il
dil.allbiz.co.il

gina.allbiz.co.il
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»Is an Tunisian hacker known with his attacks against many Israeli web sites for Gaza

Attacks by Israel army.



qﬁécking Teams Review

Cold Zero:

Breaking News - Magazine - Mideast News - World News

Click on'Like’ Below:
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o< Like

36,343 people ke Ynetnews.
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» s an Palestine Hacker, He first gained notoriety for an attack on the Likud Party website in
August 2008. He has since claimed responsibility for 5,000 website defacements, according
to Gary Warner, an expert in computer forensics. He has a profile on the Arabic Mirror
website, which lists 2,485 of these defacements. According to the Arabic Mirror site,779 of

these are related to the Gaza crisis.

Likud party website hacked

Hacker belonging to Muslim group accesses party
website, promises more Kidnappings of soldiers after
return of Gilad Shalit

Miv Lillian
Published: 08.14.08, 12:23 /l1srael News

Bl recommend W Tweet 0 g |0

The Likud party's website (likud.org.il) was hacked on
Wednesday by a hacker known as Cold Zero, who is a part of a
group of hackers known as Team Hell. The group is known to be
as a collection of Muslim hackers, believed to comprise of mostly
Palestinian hackers.

The site's main page was replaced with a message, written in
Hebrew, with both grammatical and spelling errors, saying "you
kill Palestine children in Gaza: we will hack into your websites".
Another message on the site said, "You think Gilad Shalit will be
returned? As soon as he is returned, we will kidnap four more
like him". They were referring to the Israeli soldier who was
kidnapped by Hamas in 2006.




Arab Hacking Teams Review

Erhabe007:

»He is an Tunisian hacker, and he is the first known Arabian electronic jihadist,
erhabe007 used to hack into computers and web sites for critical computer systems
in USA, he was the advertising campaigns leader for Al-Qaida in Irag between 2004-
2006 till the British police raided him in 2006 and he is now into the jail.

» Real Name: Yunis Tesuli
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» Known with them attacks against critical Israel web sites such as Likud party

web site and Israeli prime minister Netanyahu, Radio of Israel web site & more.
» Team Members: Hcj, Cyb3r.1st, Egyption.H4x0rz, ISM



Arab Hacking Teams Review

Eg-rlz Team:

Hellz , am Miada a new worm which was launched Via Egyptian haeors
am sorry for any damage but please dan't blame me far any thing 5 coderd] bo abey commands and I:Iul what i did.
| waes commanded to strike the most

By small search i 5
i started 1o attack s 5 I pes, Lull couldn't do this alone | | coporated with another 3 m.lrlre. who

r pc and sending logs ta my codars which u :Ivap !*‘Ing ahout
- 1|:'-|I|n|:| all your ema X azwords = i will help you o filker your email's e 50 am still innocent of
= fucking up your banking account

In Sudden escalation for the attack level , an Egyptian group launched computer worm which infected

about 50000 personal computer in Israel and united states. Despite of my vitual machine security level

it was also infected by the same worm. | (Reuben Rayner) didn't notice that am infected till the attackers

launched an exe file which viewed message in the full screen mode

»Known with them botnet mass spreading in Israel that helped them
to a successfully hack into 50000 of Israel and US computers.
»Team Members: i-Hmx, H3ll COd3, Strik3r
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Egy-Virus Team:
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» Known with them attacks against big Israeli web sites & botnet spreading in Israel.
» Team'’s famous attacks: Hacking into more than 800 Israeli computers, hacking into
Channel Two of Israeli television, Israeli Ministry of Foreign Affairs, Adobe and more.

» Team Members: Virus_Hima, RedVirus
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‘Iran set to build first cyber army’

Director of Iran's Passive Defense Organization has |, r.5 50
announced plans to build the first Iranian cyber army

following the successful launch of the cyber defense
headquarters, Press TV reports.

2012 7:15PM




MComputer attacks against Iran

Shamon:

Shamoon Malware, cyber espionage tool, cyber
weapon or ...

The cyberspace has no peace,

every time a malware or a botnet

is detected and decapitated a new

vvvvv

cyber threat is coming, this time a

new agent scare security experts,
its name is Shamoon and is able
to destroy files on victim's pc and overwrite the master boot record of its disks.

In different way respect all the malware isolated in the last months, this agent
hasn't been developed only to spy on victims but its purpose it destroy them making
the machine unusable. The malware attacks Windows 95, Windows 98, Windows XP,
Windows 200, Windows Vista, Windows NT, Windows ME, Windows 7, Windows
Server 2003 and Windows Server 2008.

Some experts are convinced that there is a relationship between the agent and the
malware Wiper, but other researchers deny the hypothesis.

The virus that hit the petroleum sector, Aramco and RasGas
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Computers and Networks Attacks:
Stuxnet

Duqu

Flame A.K.A Sky Wiper

Cyber attack on Iran’s Internet system

Web Sites Attacks:
S4udi-S3curlty-T3rror
XP-Group Attacks

Other Individual Attacks.




Mﬁd Computer attacks against Iran
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Stuxnet:

Spreading and installation
module

Module for SCADA/PLC |

Stuxnet
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Duqu:

Spreading and installation
module

Universal backdoor

Duqu



omputer attacks against Iran

Duqu:
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‘omputer attacks against Iran

Duqu:
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omputer attacks against Iran

Flame:

Iran
= [= LR

05 gl 1 e G o ) I a9 il (K o s o il S () Flame a8 06 gl s 38
ol 13 ol G Lo o (S ol s g o) i 5 € gl f e

Gy el iy )yl il iy o Y 2010 5 (60t pudS (I8 o 48 5 30 olil 3 Jamy OIS Cildase 20 gl 0 el 631 Flame
o P8 gy Alat g laiiiny gl iy 85 8al oy o sy 20l Gy 8 pn 8 g Crolin (K Clashaaly ) g o ey

Nedle Jually 8 1 5 el 2y 3y of O o gl a1 i
o senall O Loy 1 ol e ol duas g (30 g o el 8 8yl il o el Cingiay (g il fon o g A 50y

s g1y ly o iy gl s sy 0 e e

218 om0V G po ) 0 el s AL Apmanl 3 pil 5y

e e

T R —



M‘and Computer attacks against Iran

Mehdi:

e —————

Count of sections 10 AT intal3RE
Symbol table ©0000000[00000000]
Size of optional header 0BED 1 ; L] UTUE
Linker version 2.25 | 0S version $.00
Image version 0.00 | Subsystem version 5.00
Entry point OOBD9E28 | Size of code ©00DSEDD

Size of init data 0003A400 | Size of uninit data 00000600
Size of image 0011FR00 | Size of header 00000400
Base of code 00001000 | Base of data 006DABOO
Image base 00400000 | Subsystem Windows GUI
Section alignment 00001000 | File alignment 00000200
Stack 00100000/00004000 | Heap 00100000/00001000
Checksum 00000000 | Number of directories 16

The majority of the victims were in Iran, and many were found to be businesseeoele working on Iranian
P

and Israeli critical-infrastructure projects, Israeli financial institutions, Middle East engineering students or
*#
various government agencies in the region. All totaled, multiple gigabytes of data are believed to have
_—-—

been uploaded from victims' computers, researchers have said.

Seculert and Kaspersky dubbed the campaign Mahdi after a term referring to the prophesied redeemer of
Islam because evidence suggests the attackers used a folder with that name as they developed the

software to run the project



Famous web Defacements and Computer attacks against Iran

Cyber attack on Iran’s Internet system.

Cyber attack on Iran’s Internet system Disrupts Iran

Internet
t[_ﬂ Share 9 o Tweet 120 38 =0 \ +1 25
POSTED BY MOHIT KUMAR ONn 10/04/2012 10:40:00 PM

IRAN state official has said that Cyber attackers have targeted Iranian infrastructure and communications
companies, disrupting the Internet across the country. "Yesterday we had a heavy attack against the

country’s infrastructure and communications companies which has forced us to limit the Internet,
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Famous web Defacements and Computer attacks against Iran

Iran Web Sites Attacks by S4udi-S3curity-T3rror:

WWW.qOom.gov.ir
www.atf.gov.ir
WWW.Press.gov.ir
WWW.iranembassy.org.za
WWWw.iranembassyjp.org
www.shia.iranembassy.co.zw
www.iran-embassy-oslo.org
WWwWw.iran.iranembassy.co.zw

www.mod.ir
www?2.ijrood.gov.ir
www.arak.gov.ir
www.nikshahr.gov.ir
www.kggo.gov.ir
WWW.ea.gowv.ir
www.awqaf-hr.gov.ir
WWW.iran.qgom.gov.ir
www.forum.ea.gov.ir



Mnd Computer attacks against Iran

——————————
Iran Web Sites Attacks by XP-Group:
» XP-Group Hacked into over 300 Iranian web sites in the cyber war between Sunni and

Shiiaas in 2008, the most famous sites of this list was Alkawthar TV channel, and the Ministry
of Industry web site, here is a sample list of the some hacked web sites:

picshop.ir popular.ir nooshabe.ir
poya-sanat.ir practice.ir notice-ht.ir

pyrogen.ir radio-parsa.ir oep.ir

rahasepehr.ir rahbari2.ir manaka.ir

rahgoshaa.ir ramiz.ir pvcpipeandfittingasoo.ir

netspeed.ir nikmobile.ir  pvcpipeandfittingasso.ir



Famous web Defacements and Computer attacks against Iran

Iran Web Sites Attacks by Individuals:
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Famous web Defacements and Computer attacks against Iran

Iran Web Sites Attacks by Individuals:

Olyl pe> (ale 15, Al VI 8,lza)l Aodaio 830 Blyasb LoVl diol,all slasl ol
)L.u..u pr.JJ

http://en.tpo.ir/Default.html
http://fa.tpo.ir/Default.html
http://iraq.tpo.ir/Default.html
http://portal-stat.tpo.ir/Default.html
http://portal-export.tpo.ir/Default.html
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@ Famous web Defacements & Computer attacks in:
Egypt




“omputer attacks against Egypt

Computers and Networks Attacks:

There is no known mass spreading cases or targeting a computer systems happen before in
Egypt, but it seems that there is few number of computers Hacked by: Duqu and Flame.

Web Sites Attacks:

» Iran Hackers Attacks

» Israel Hackers Attacks

»DDOS attacks against Link.net DNS

»DDOS attacks against Egyptian government web portals.



Attacks on Egyptian Web Sites by Iranian Hackers:

Date

Z003/04/18
2003/04/18
2003/04/18
Z00%/04/18
2003/04/18
2003/04/18
200%/04/17
200%/04/17
2009/04/17
200%/04/17
200%/04/17
2009/04/17
200%/04/17
2009/04/17
2009/04/17
2009/04/17
2009/04/17
2009/04/17
Z003/04/17

2009/04/17

2009/04/17

2009/04/17
2009/04/17
Z003/04/17
2009/04/17

Motifier

Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team

Persian Boys Hacking

Team

Persian Boys Hacking

Team

Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team
Mafia Hacking Team

ZTEEEEEEEZEZEEEEEZ=EZEE=

=

ZTE=EEE E

R L 7 Domain

R
R

* www.presidency.gov.eg/darklord...

7r library.idsc.gov.eg/darklord.htm
wenw.investinalexandria.gov.eg/...
www.goief.gov.eg/darklOrd. htm
wanw.moi.gowv.eg/dark|Ord. htm

7 wwnw.mdci.gowv.eg/darklOrd.htm

o www.pbe.gov.eg/darklOrd. htm

¥ wwnw.alex-cic.gov.eg/darklOrd.htm

o www.assiuttp.goev.eg/darklOrd. htm

o www.egsma.gov.eg/darklOrd. htm

o www.ohservatory.gov.eq/darllor...

o wwweitpfollow.gov.eg/darkl Ord..,

v fayoum.gowv.eq/darklord. htm

o wwwingisc.gev.eg/darklOrd, htm

#* preview.idsc.gov.eg/darklOrd.htm

# www.cairobiennale.gov.eg/darkl...

o wwwalexmuseum.gov.eg/darklOrd...

o wwwmop.gov.eg/darklOrd.htm
conference.idsc.gov.eg/darklOr...

wiww.gem.gowv.eq/d.htm

r www.suez.gov.eg/d.htm

wwnw. scc.gov.eg/dark|Ord. htm
wenw.grm.gow.eg/darklOrd.htm

www.tanmia-mosharka.gov.eg/dar...

www.gocp.gov.eg/dark|Ord.htm

05

Win 2003
Win 2003
Win 2003
Win 2003
Win 2003
Win 2003
Win 2003
Win 2003
Win 2003
Win 20032
Win 2003
Win 2003
Win 20032
Win 2003
Win 2003
Win 2003
Win 2003
Win 2003
Win 2003

Win 20032

Win 2003

Win 2003
Win 2003
Win 2003
Win 2003

Computer attacks against Egypt

View

mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror

mirror

mirror

mirror

mirror
mirror
mirror

mirror



Mht_s and Computer attacks against Egypt

Attacks on Egyptian Web Sites by Israeli hackers:
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£ 16 people like this.

e View previous comments




mputer attacks against Eg;pt

Attacks on Egyptian Web Sites by Israeli hackers:

Total notifications: 196 of which 89 single ip and 107 mass defacements

Legend:

H - Homepage defacement

M - Mass defacement (click to view all defacements of this IP)

R - Redefacement (click to view all defacements of this site)

L - IP address location

% - Special defacement (special defacements are important websites)

Date Notifier H MR L % Domain 0s View
2010/06/04  gOx HM WIVW.CCS-X,0rg.EQ Win 2003 mirrar
2010/06/04  g0x M wivw.epdi.org.eg/index,aspx Win 2003 mirror
2010/06/04  g0x MR wwwtourismnet.com.eg/g0xhtm Win 2003 mirror
2010/06/04  gOx MR wwwtourism.egnet.net/g0xhtm Win 2003 mirror
2010/06/04  g0x MR % wwwcicpo.gov.eg/gOxhtm Win 2003 mirror
2010/06/04  g0x M wwwv.egyptlib.net.eg/g0x.htm Win 2003 mirror
2010/06/04  g0x M wiw.fepsalumni.org.eg/g0x.htm Win 2003 mirror
2010/06/04  g0x MR wwwvnetegypt.egnat.net/WebDire.. Win 2003 mirror

2010/06/04  gOx HMR  wwwics.org.eg Win 2003 mirror
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Famous web Defacements and Computer attacks against Egypt

DDOS attacks against Link.net DNS

In June 2011, Naguib Sawiris the famous Egyptian business man published an image on
his twitter account, that image Raised a lot of hate towards him, which caused some
Hackers to start a huge DDOS attack against Link.net DNS servers, that DDOS attacks

taken down all the web sites used link.net DNS, such as:
Mobinil.com, Masrawy.com, Yallakora.com and other web sites related to link DNS.



md Computer attacks against Egypt

DDOS attacks against Egyptian Government portals.

Welcome back to the Internet, #Egypt.
Well, except
http://www.moiegypt.gov.eg -- you stay
down. ks fuua b Ll #Jan25
#OpEgypt #Febg

AnonymousI|RC

Anonymous

In 2011, During the Egyptian revolution, Anonymous group started huge DDOS attack
against government portals, that DDOS attacks taken down most of the .gov.eg web sites,
They tried to mass DDOS against mcit.gov.eg web site but without success!



@ Famous web Defacements & Computer attacks in:
Israel




omputer attacks against Israel

Computers and Networks Attacks:

» Attacks by Oxomar

» Attacks by Eg-R1z Team

» Attacks by Egy-Virus Team

» Attacks by Iranian Hackers

» Attacks by Un-known Hackers
Web Sites Attacks:

»Iranian Hackers Attacks

» Arab Hackers Attacks

»World Hackers Attacks

N
I



Mhd Computer attacks against Israel

L —
Attacks on Israeli web sites by Oxomar:
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Famous web Defacements and Computer attacks against Israel

Attacks on Israeli Computers and Networks by Anonymous:

WE MUST STAND IN FULL SOLIDARITY!

Expect XeTwyp to increase
the violence ahead of both
the UN vote on Palestine’s

status and the 1s%¢gy elections
in January.




Wand Computer attacks against Israel

—————————
Attacks on Israeli Computers and Networks by Un-known Hackers :

Gauss Country Unique users

Lebanon 1660
Israel 483
Palestinian Territory 261
United States 43
United Arab Emirates 1
Germany 5
Egypt 4
Qatar <
Jordan =
Saudi Arabia <
Syria 4

Gauss has attacked over 2,500 personal computers in the Middle East.



Famous web Defacements and Computer attacks against Israel

Attacks on Israeli Computers and Networks by Eg-R1z Team:

Hello , am Miada a new worm which was launched Via Egyptian haxors,
am sorry for any damege bul please don't blame me for any thing , | was coded to obey commands and that what | did.
listen to the story please , | was commanded to strie the mast fool people on the internet , S0 | started to sall through the Intermet to find these people
days and days bll | found some news iIn newspapers , they was talking about some srach lames who passed through the egyptian borders and killed 3 solidiers.
F , have u heared about fool people Mke these???
am sure u Gidnt , 50 | was sure thatl my mission in this world is 1o strike all zionists and these who help them,
e 10 spread

Bye small search | found that most of zionists are located in Palestnian Termtories and they are helped by USA |, that's
| started to attack thousands and thousands of pcs |, but | couldnt do this alone , | coporated with another 3 worms who
the dumpass israell users.
but as | sald , don't blame me please am not the Quilty here , what did | do any way?7?
fucking up your dirty system files > , trust me (

« Installing keylogger software In your pc and sending logs to my coders > which u 2 ?m about
stoaling all your emasls account’s passwords > | will help you to filker your email's messages so am still innocent :(

« fucking up your banking accounts > which u aiways talking about ?_,;
- using your pc and other thousands of pc Lo strike israell gov sites > )
the 15t result from the above ponts is that am the good one here |, u just messed understanding me :)
- the 2nd result |, while u was reading this message | have injected my self into all exe and hitmi files
50 you got the option to formate your hard disk , or u can wait for few hours and | will do it myself
JPeace out :p

ln QuidAda anernal ~ f $parl laval [ w— ot ¢ ety lsrinecehad ~AAamra - AP LA - t~-¢-«'

In Sudden escalation for the attack level , an Egyptian group launched computer worm which infected

about 50000 personal computer in Israel and united states. Despite of my vitual machine security level
o~ A Y, thae cama warm 1 IDakha \ ~r)l A s ~tirna th ~ $anrmtad 41l tha ~Albare

it'was also infected IZ. the same worm. | (Reuben Rayner) didn't notice that am infected till the attackers

latinchoad an ave fila hirk ard maceana the filll erreen mode

iauncnea an exe e ICh viewed message In tne Ul scree 0de



Attacks on Israeli Computers and Networks by Eg-R1z Team:

viewed Israel gov sites yesterday? Try pinging mossad_gov.il for example
The pinging result

C:\>ping mossad._gov.il -ttl

Pinging mossad.gov.il [147.237.72.71] with 32 bytes of data:
Request timed out.

Request timed out.

Request timed out.

Request timed out.

Request timed out.

Request timed out.

Request timed out.

Request timed out.

Request timed out.

Request timed out.

Request timed out.

What's the point??

If the attackers used the same massive bots to attack sensitive gov sites . this will probably cause a
disaster.

If they did it and dumped the banking accounts of thousands and thousands of users they got | this will

also cause disaster.

- | p— Y p—



Attacks on Israeli Computers and Networks by Egy-Virus Team:

CP :: Summary statistics

Information:

Current us«l
GMT date: 0

GMT time: 13:38:51

Statistics:
— Summary
0s

Botnet:

Bots
Scripts

Total reports in database: TLLLLLLELD 938 783
Time of first activity: o R R
Total bots: : 925
Total active bots in 24 hours: : 62.27% - 576
Minimal version of bot: . 2.0.8.9
Maximal version of bot: L 2.0.8.9

.

A

Current botnet: JLI)| vt
o v

Reports:
Search in database
Search in files

System:
Information
Options
User
Users

Logout

IL 841
- 54| --
us
GB
RU
DE
NL
BE
FR
IN
IT
TH
TR

Online bots (428)
IL

398

-
o
e
w

“-noa

A e e e e NN W W
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Attacks on Israeli Computers and Networks by Egy-Virus Team:
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Attacks on Israeli Computers and Networks by Anonymous:

Israeli SCADA Systems Hacked by Anonymous

By Lee J
Published January 12th, 2012

»yHRE0ows S0
PLUGINBOUTIQUE.COM

#fuckiarzael - crend thia,

ISRAELI 4SCADR SYSTEMS:
hespi//99.35.25.2307
hesp://462.219.7.2%7
hesp://193.104.45.3%/

heoop: //212.143.37.1484/
hzsp://79.181.197.213/
hztp!//02.102.153.52/1cgin
hesp:/7213.57.132.208/
hesp://84.100,.1484.150

heep: //82.80,.232.37 /an-U3 . hen
hoep: /81 218 206.85/nansecusze.anp

Find ctheir systems, Login using defaulc logins, (100" being the password)

In what is turning out to be a full on attack on Israeli systems has taken another turn now. with one of the
more well known anonymous twitlerg account announced for everyone to go follow @FuryOfAnon for
upcoming release’s.

From this came the following tweet.

& @FuryOfAnon

Who wanna have some fun with israeli
scada systems... pastebin.com/ZvEzIJnFB
#Anonymous #Antisec #OWS

T AL



Ménts and Computer attacks against Israel

Attacks on Israeli Computers and Networks by Iranian hackers:

fde Ed= Yiew Higtory Bookmarks Jools Help
@ v c < http/fvntuethorunorg/88 ™
£ Most Visited @ Getting Stasted Latest Headlines

g01pack malware tool!

Exit

File stat

Exploits

New bot upload

[ [ Bowse | SubmitQuen |
DB stat

php_network _getaddresses: getaddrinfo failled: No such host is known.
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Attacks on Israeli Computers and Networks by Iranian hackers:

<h)>Exploita</hd>»
{pre>

java 106

pde 39

iepeers 20

mdac 10</pre>

<h3:Nev bot upload</h)»

<form method="post™ enclype="multipart/form-data®><input type='file’' name='botfile’ [><input Lype='submit' [></form>
<h1>DB stat</h3»

HySQL connect error: <b>php_network_getaddresses: getaddrinfo failed: No such host is known.</b>

f== Iranian Cyber Army ==>

/htmls

A i b1 | p—
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Attacks on Israeli web sites by Oxomar:

ents and Computer attacks against Israel

Israel Today hacked; Israeli army jumps into cyber
war

Share

Related Stories

As the cyber war
o Flyt

y aminant |
y prominent rgie

in defending the nation on this new battlefield
© Israel works to shnnk Arab
unemployment The IDF Spokesperson reported this week that 27-year-old Danel, a
¢ IDF gearing up to invade Gaza re
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Attacks on Israeli Computers and Networks by Iranian hackers:
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Attacks on Israeli Computers and Networks by Arab hackers:
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Mht_s and Computer attacks against Israel

Attacks on Israeli Computers and Networks by Arab hackers:
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Famous web Defacements and Computer attacks against Egypt
Attacking on Israeli Web Sites by Arab Hackers:

* B pastebin.com

2— -

hello every body

here is Arabian black hat

that's leaking of knesset.gov.il members imformation
+ backup of the hole site

knesset.gov.il.tar.gz (156.84 MB)
http:/fwww.multiupload.nl/C7I8GIBIEN

fax & numbers

B2675333328
826753333
26496191
6de82486496183
64886366753495
6d8E6626496481
64887 226753109
6d0828864590288
64968436496596
649644364936596
67531186496608
67533315619227
B67533370490589
67533966521599
67534416496121

ETE2AAASACGESTIOZ



Famous web Defacements and Computer attacks against Egypt

Attacking on Israeli Web Sites by Arab Hackers:

usatoday.com

Hackers disrupt Israel airline, stock market

Comment

=0

JERUSALEM (AP) — A hacker network that claims to be based in Saudi Arabia
paralyzed the websites of Israel's stock exchange and national airline on Monday,
escalating an international cyber war that has jolted this security-obsessed country.

A security guard, right, stands at the entrance o
the natienal Izraeli air carrier El &l =ales offices ir
Tel Aviv, Israel, on Monday.

Neither website contains sensitive information and
trading and flights were not affected. But the ongoing
salvos by hackers who use anti-lsrael language in their
posts has revealed how vulnerable Israel is to cyber
warfare, despite its sophisticated computer security units
in the military and advanced high-tech sector.

The attacks began earlier this month when hackers
identifying themselves as group-xp, a known Saudi
hacking group, claimed on an Israeli sports website to
have gained access to 400,000 Israeli credit card
accounts. The group called it a "gift to the world for the



Computer attacks against Israel

Attacks on Israéii Computers and Networks by Arab hackers:

Date Motifier H MR L % Domain 05 View
2008/08/26 Team-evil  www.toyota.co.il/news1.asp Win 2000 mirror
2006/ /11/28 Team-Evil H R o www fiat.co.il Win 2003 mirrer
200611713 Team-Evil H W crossword.msn.co.il Win 2003 mirror
Z006/11/09 Team-Evil # www kereni.gowv.il/db Win 2003 mirror
Z006/10/22 Team-Ewil H o i-travel.msn.co.il Win 2003 mirror
Z006/10/07 Team-Evil H W habama.msn.co.il Win Z000 mirror
Z006/0%/18 Team-Evil M # www.antidrugs.gov.il/news/defa... Win 2000 mirror
Z006/09/15 Team-Ewil H M o www.renault.co.il Win 2003 mirror
2008/0%/09 Team-Evil H o www.nissan.co.il Win 2003 mirrar
200&/08/07 Team-Evil H M o www.mazda.co.il Win 2003 mirrer
Z006/08/035 Team-Evil H o www.ford.co.il Win 2003 mirror
2006/07/03 Team-Evil H M o www.eGov.co.il Linux mirrar
200&/07 /032 Team-Evil H M T www, FirstGowv.co.il Linuz mirrer
Z006/07/03 Team-Evil H M W www.Government. co.il Linux mirror
2006/06/28 Team-Evil H M o www.citroen.co.il Win 2003 mirrar
Z006/06/28 Team-Ewil H M #r tarbut-hadiur.gow.il Win 2003 mirror
Z006/06/28 Team-evil H M v, bmw,coil Win 2003 mirror
Z006/04/12 Team-evil H T www.iibr.gow.il Win 2003 mirror
Z006/04/09 Team-evil o www.mcdonalds.co.il/indesx.htm Win 2003 mirror
2006/02/06 Team-Evil # jsis.washingten.edu/ma.htm Win 2003 mirror
2005/09/07 Team-evil o www.export.gov.il/_Uploads/521... Win 2000 mirrer
Z005/09/07 Team-ewil M R ¥ www.orianit.edu-negev.gov.il/f... Win 2000 mirror
2005/08/20 Team-evil o www.ci.st-charles.il.us/news/s.. Win 2000 mirrar

Z005/08/28 Team-evil W www.sinaloa.gob.mx/fpdb/galeri... Win 2000 mirror



Mts and Computer attacks against Israel

Attacks on Israeli Computers and Networks by Arab hackers:

OrderlD
071222082859
071222172244
071222173115
071222174007
071223164635
071224185243
071221132045
071221133911
0801221706025
080124075723
080224211106
080224180215
080224191443
080224065709
080221224351
080218191150
080217151406
080217193950
080217151350
080216190111
080214194142
080214143108
080214155837
080210174015
080210143543
08029235401
08029224311
08029185102
08027232538

PaymentMethod
Visa
Mastercard

Visa

Isracard
Check/Money Order
Isracard
Check/Money Order
Visa

Isracard

Visa

Isracard
Visa
Isracard
Mastercard

Visa

Visa

Mastercard
Check/Money Order
Visa

Mastercard
Check/Money Order
Visa

Isracard

Visa

Isracard

Visa

CreditCard

4580120712975727
5326100308877095
4580031180150646

29858518

test

4580160007224811

57853991

4580120774324228

59578246

4580-1600-0963-3308

64841544
5326100321014783
4580121112236124

4580121112236124
5326100321014783

4580030787725743
5326100351116409

4580100707922991
64027562
4580030732584442
66087445
4580160108769656

ExpDate
02\10
11,/09
09/10

01/10

test

11.10
07/08
12/2010

01/09
11/2010
02/11
02/10
12/09

12409
02/10

10/2008
08/10

08/09
05/10
442010
01/11
0508

email
israelor@nonstop.net.il
levi.yavin@ gmail.com

rubido@walla.com

efratfenig@gmail.com
eilamsher@gmail.com
sales@ musicdyou.co.il
tamir3o@gmail.com
lockstock@walla.co.il
boazho@ netvision. net. il

ruti.sharon@gmail.com

eddietheone@walla.co.il
maly3443@bezeqint.net
soofzam@gmail.com
talgaldanyam@walla.com

georgeabdallal@gmail.com

georgeabdallal@gmail.com
talgaldanyam@walla.com
michael.hefetz.spam@gmail.com
ty@maaganm.co.il

caspi_nili@ hotmail.com
galihuss@yahoo.com
ehonen@gmail.com
no_zahavil@walla.com
ori.marmari@gmail.com
galit_pe@hotmail.com

lihi.lasslo@ gmail.com

phone

0526450819
0306500555
0507776235

097920312
097453042
test
057-8166714
0504206535
052-3640414
052-5611220

0524712148
052-7687655
0578899301
0524643576
052-3568242

052-3568242
0524043570
0504460481
0522272917
052-3413555
0547595918
054-4470601
054-7520026
0542558322
0546747586
0547623662



Famous web Defacements and Computer attacks against Israel

Attacks on Israeli Computers and Networks by European hackers:
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Attacks on Israeli Computers and Networks by Turkish Hackers:

Date

2010/08/26
2010/08/24
2010/07/31
2010/07/21
2010/07/31
2010/07/31
2010/07/21
2010/07/31
2010/07/31
2010/07/07
2010/06/16
2010/08/10
2010/086/10
2010/06/10
2010/08/10
2010/06/10
2010/08/10
2010/086/10
2010/06/10
2010/08/10
2010/086/10
2010/06/08
2010/08/032
2010/06/03
2010/08/03

Notifier
turkguvenligi.info
turkguwenligi.info
TurkGuvenligi.Info
TurkGuvenligi.Info
Turkguwvenligi.Info
Turkguvenligi.Info
TurkGuvenligi.Info
TurkGuvenligi.Info
TurkGuvenligi.Info
TurkGuvenligi.Info
TurkGuvenligi.infa
turkguwvenligi.info
turkguwenligi.info
turkguwenligi.info
turkguwenligi.info
turkguwenligi.info
turkguvenligi.info
turkguwenligi.info
turkguwenligi.info
turkguwvenligi.info
turkguwenligi.info
TurkGuvenligi.Infa
TurkGuvenligi.infa
TurkGuvenligi.Info

turkguvenligi.info

I I T T T T T T T X

I I T T T I X I IT T T
Z = 2 =

T

M R L 3 Domain

M

= = 2 E 2 =Z

# cokezero.co.kr

W interpol.com

r oo, privacyprotect.org

W wwaresellerclub.com
domainer.logicboxes.com
directihosting.com

3 vame.directi.com
gtldinfo.com

v wieb.in

W wwan.kaspersky.co.id/Presscente...

#* admin.ci.waterville.mn.us
travian.co.il

W blogs.microsoft.co.il

# microsoft.co.il

3 cocacola.co.il

# hotmail.co.il

 live.co.il

W msn.co.il

W bing.co.il

W coca-cola.co.il

W coke.co.il
wwawntapuz.co.il/softwares,
halkinkurtuluspartisi.org
wwawr.doingzionism.org

weawi.doingzionism.org.il

o5

Linuz
Linu
Linuz
Linuz
Linuz
Linuz
Linux
Linuz
Linuz
Win 2008
Linuz
Unknown
Linuz
Linuz
Linux
Linuz
Linuz
Linu
Linuz
Linuz
Linuz
Win 2003
FreeBSD
Win 20032
Win 2003

omputer attacks against Israel

View

mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror

mirror



Attacks on Israeli Computers and Networks by Turkish Hackers:

Date

2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19
2012/11/19

Notifier
1337
1337
1337
1337
1337
1337
1337
1337
1337
1337
1337
1337
1337
1337
1337
1337
1337
1337
1337
1337
1337
1337
1337
1337
1337

ot A vt i o A »cthe i o DA roltle o o A roRele o R A ol i R IR - i R - -
R REBREEEREEERERIEEEREE EBEREE BR

o

A

R
R

R

R L ¥ Domain

=R blog.sprite.co.il

S % pm.parliament.co.il

S v blog.fanta.co.il

S sprite.org.il

= % vwvw.microsoftstore.co.il

S % intelatom.co.il

B % vivivi.opel.co.il

= % philips.co.il

ESE bing.co.il

B % bbc.org.il

SR pantene.co.il

S % paypass.co.il

B amazonunbox.co.il

S % vindovslive.co.il

EE ¥ vindovs.co.il

= % vwvw.nbeuni.co.il

EE # citibank.co.il

EE # xbox360.co.il

B % v xboxfusion.co.il

S % cocacola.co.il

EE % coke.co.il

S vivivi.xboxignite.co.il

EE % wvivi.intelappup.co.il

EE % vwwintel.co.il

B % live.co.il
1234567

0os

Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux
Linux

Linux

J o0 p— Y R

puter attacks against Israel

View

mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror
mirror

mirror



Responsible Authorities for Cyber Security

§

II-CERT o IrCERT e EG-CERT

CERT-GOVIL 2GR U e Cyber crime

“_AN-CERT e APA-SharifCERT investigation
e MAHER center department

Mamram Unit

Israel



@ Comparison and Recommendations
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Comparison and Recommendations

We have experts and specialists, but as individuals and not participated in teams.

Our government is not supporting the Egyptian hackers.

Curriculum in computer studies universities is too old and not up to date!

Do we have a team or unit that can launch and manage a Cyber Warfare?

In Iran and Israel there is a CERT in the biggest country universities that works as CERT for the
university and to help the main country CERT, why don’t we have such things in Egypt?

There is no security awareness in the real form in our countries.

Why there is no legislation and laws to curb sabotage operations through the Internet?

Responsible Authorities in Egypt doesn't have enough permissions to force ISP’s, critical sites, etc to
apply a security policy or to patch a vulnerability.



Questions




Thanks for your time

Starware Security Team
By: Ebrahim Hegazy




