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What is Cyber Warfare?

Cyber Warfare, cyber spying, and cyber terrorism & “cyber warfare” can 
consist of any type of aggressive or malicious action taken against a corporation, 
private citizen, or government agency that occurs in cyberspace.

There are a number of different forms of cyber attacks that can be 
perpetrated against a person, business, or government and these different 
attacks typically build on each other toward a single goal.

Espionage is a common form of “cyber warfare”, often referred to as cyber 
espionage, and typically consists of attempting to learn secret or private 
information about a person, business, or government. 



Critical Web Sites

Computers and Networks

Mentioned are the websites that are related to government, military, economy 
and others that affect the country, which mean that any attack on this 
websites will cause problems to country government or like.

Referred to Computers and Networks used in important institutions, such as: 
Military institution, Government institutions, Oil industries & Banks.
It also includes personal computers for employees in these institutions.

Fields of Cyber Warfare



Motivations for Cyber warfare in the Middle East

To collect intelligence information. 

Electronic Jihad

Sabotage operations to inflict losses to other countries

To stand against the electronic arms systems owned by opponent

The political repercussions in the Middle East
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• Team Evil

• Erhabe007

• S4udi-S3cur1ty-
T3rror

• Gaza Hacker 
Team

• Group-XP

• 0xomar

• DZ-Team

• Eg-r1z Team

• Egyption H4x0rz

• Egy-Virus Team

• CapoO TunisiAno

• Cold Zero
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Security Team

• Digital Boys 
Underground 
Team

• Mafia Hacking 
Team

• Persian Boys 
Hacking Team

• ISCN

• !nf3rN.4lL

• Iran Cyber Army

• Hacker.web9
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• Hannibal

• IDF-Team

• Nuclear-Group

• SaNTi12

• Hencohen

• NickNiTRo

Hacking Groups 



Israel Hacking Teams



 Taken down Stock Exchange websites in Saudi and UAE with DDOS Attack.
 Taken down Hamas website with DDOS Attack.

IDF Team:

Israel Hacking Teams Review



 Known with his leaks for thousands of Emails and password for Arab users.

Hannibal:

Israel Hacking Teams Review



 Leaked 50,000 Credit Cards of Iranian Citizens.
 Leaked 4,000 Credit Cards of Arabs around the world.

Nuclear-Group:

Israel Hacking Teams Review



 Leaked 2500 Facebook Arab users.

Hencohen
He is an Israeli spammer used to spam bank accounts in UAE and Qatar.

SaNTi12:

Israel Hacking Teams Review



 Leaked about 40k Emails & passwords of Arab users with some credit cards data.

NickNiTRo:

Israel Hacking Teams Review



Iran Hacking Teams



 The Iranian Fars News Agency reported that the Ashiyane Security Group Hacked 400 Israeli 
websites, including the websites of the Mossad and Israeli Defense Minister EhudBarak.

 The team manage and moderate one of the best Iran Hacking communities called:
http://ashiyane.org/forums

Ashiyane Digital Security Team:

Iran Hacking Teams Review



 They are one of the active teams in attacking Egyptian web sites with archive 
of many “.gov.eg” Hacked web sites.

Mafia Hacking Team

Iran Hacking Teams Review



!nf3rN.4lL

Is an Iranian team consists of 2 Iranian Hackers named as: Mormoroth, M49icBoy.

Is an Individual Iranian Hacker used to Hack into Arabs web sites. 

ISCN

Iran Hacking Teams Review



Both teams is Iranian teams, they used to Hack into .gov. any extension just to get Stars for a 
special defacements in zone-h.org web sites which will help them to be ranked in zone-H stats.

Digital Boys Underground Team
Persian Boys Hacking Team

Iran Hacking Teams Review



 Is the most experienced Iranian Hacking teams, as they successfully Defaced Twitter.com
and baidu.com in 2009, both sites are high ranked sites and from the top 50 sites around the 
world, they claimed to Hack into that sites using DNS exploit privately found and exploited by 
the team.

Iran Cyber Army:

Iran Hacking Teams Review



 Known with his attacks against “Sunnah” web sites and Arab Hacking 
web sites, he had exploit in godaddy.com domains registrar and been very 
active in the cyber war between Sunnah and Shiaa in 2008, he used that 
exploit to Hack into alarabiya.net the Arabian news agency, as he did 
Hacked xp10.com the first Arabian Hacking web site.

Hacker.web9:

Iran Hacking Teams Review

http://www.alarabiya.net/


Arab Hacking Teams



 In June of 2006, around 750 Israeli websites were Hacked in one day in a coordinated 
campaign. The sites were taken down and replaced with a screen displaying the message: 
"Hacked by Team-Evil Arab hackers u KILL Palestine people we KILL Israeli servers." Among 
the targeted sites were those of Bank Hapoalim, a Haifa-area hospital, the Israeli 
representatives of international car manufacturers BMW, Subaru and Citroen, and of the 
Kadima party. 

Team-Evil:

Arab Hacking Teams Review



 Known with his attacks against Iranian government and embassies web sites, one of his 
famous attacks  was against Iranian Ministry of Defense: http://www.mod.ir 

S4udi-S3curity-T3rror:

Arab Hacking Teams Review



 Team runs the website of the same name. It is responsible for defacing the Kadima
party website on February 13, 2009. they also Hacked into the Knesset web site, Haaretz
daily, and Israel's Deputy Foreign Minister Danny Ayalon's website.
 Team Members: Mr.Le0n & Claw & Casper

Gaza Hacker Team:

Arab Hacking Teams Review



 It first made headlines in April 2008 when it Hacked the Bank of Israel website over 
Passover weekend. DZ Team defaced several Israeli websites during Operation Cast 
Lead, including the Israeli portals of Volkswagen, Burger King, and Pepsi, the website 
of Israeli defense contractor BVR systems, the Kadima party website, and the Hillel 
Yaffe hospital website. 
 Team Members : The Moorish - Kader11000 - His0k4 - maxi32 - L4st-H4ck3r - Oxide

DZ Team:

Arab Hacking Teams Review



The Saudi Hacker who is constantly causing trouble for Israeli's, he also known with 
his huge leaks of Israeli people credit cards, emails and password and personal  data on 
the internet,.
0xomar started a cyber war against Israel by leaking over 400k of Israeli credit cards 
on the internet and DDosing on big Israeli sites also defacing some “.gov.il” web sites.

0xomar:

Arab Hacking Teams Review



 Known with them huge attacks against Shiaa web sites which caused a cyber 
war between Iranian Hackers and Saudi Hackers in 2008 as the Saudi Hacker 
0xomar is one of the XP-Team.

XP-Group A.K.A Alm3refa Group:

Arab Hacking Teams Review



Is an Tunisian hacker known with his attacks against many Israeli web sites for Gaza 
Attacks by Israel army.

CapoO_TunisiAno:

Arab Hacking Teams Review



Is an Palestine Hacker, He first gained notoriety for an attack on the Likud Party website in 
August 2008. He has since claimed responsibility for 5,000 website defacements, according 
to Gary Warner, an expert in computer forensics. He has a profile on the Arabic Mirror 
website, which lists 2,485 of these defacements. According to the Arabic Mirror site,779 of 
these are related to the Gaza crisis.

Cold Zero:

Arab Hacking Teams Review



He is an Tunisian hacker, and he is the first known Arabian electronic jihadist, 
erhabe007 used to hack into computers and web sites for critical computer systems 
in USA, he was the advertising campaigns leader for Al-Qaida in Iraq between 2004-
2006 till the British police raided him in 2006 and he is now into the jail.
Real Name: Yunis Tesuli

Erhabe007:

Arab Hacking Teams Review



 Known with them attacks against critical Israel web sites such as Likud party 
web site and Israeli prime minister Netanyahu, Radio of Israel web site & more.
 Team Members: Hcj, Cyb3r.1st, Egyption.H4x0rz, ISM

Egyption.H4x0rz:

Arab Hacking Teams Review



Known with them botnet mass spreading in Israel that helped them 
to a successfully hack into 50000 of Israel and US computers.
Team Members: i-Hmx, H3ll C0d3, Str1k3r

Eg-r1z Team:

Arab Hacking Teams Review



 Known with them attacks against big Israeli web sites & botnet spreading in Israel.
 Team’s famous attacks: Hacking into more than 800 Israeli computers, hacking into 
Channel Two of Israeli television, Israeli Ministry of Foreign Affairs, Adobe and more. 
 Team Members: Virus_Hima, RedVirus

Egy-Virus Team:

Arab Hacking Teams Review



Famous Web Defacements 
& Computer Attacks



Reviews:



Reviews:



Reviews:



Famous web Defacements and Computer attacks against Iran

Shamon:

The virus that hit the petroleum sector, Aramco and RasGas



Reviews:



Reviews:



Reviews:



Reviews:



Reviews:



Reviews:



Famous web Defacements & Computer attacks in:
Iran



Computers and Networks Attacks:
Stuxnet
Duqu
Flame A.K.A Sky Wiper
Cyber attack on Iran’s Internet system

Web Sites Attacks:
S4udi-S3cur1ty-T3rror
XP-Group Attacks
Other Individual Attacks.

Famous web Defacements and Computer attacks against Iran



Stuxnet:

Famous web Defacements and Computer attacks against Iran



Famous web Defacements and Computer attacks against Iran

Stuxnet:



Famous web Defacements and Computer attacks against Iran

Duqu:



Famous web Defacements and Computer attacks against Iran

Duqu:



Famous web Defacements and Computer attacks against Iran

Duqu:



Famous web Defacements and Computer attacks against Iran

Flame:



Famous web Defacements and Computer attacks against Iran

Mehdi:



Famous web Defacements and Computer attacks against Iran

Cyber attack on Iran’s Internet system.



Iran Web Sites Attacks by S4udi-S3curity-T3rror:

www.mod.ir
www2.ijrood.gov.ir 
www.arak.gov.ir
www.nikshahr.gov.ir 
www.kggo.gov.ir
www.ea.gov.ir 
www.awqaf-hr.gov.ir
www.iran.qom.gov.ir
www.forum.ea.gov.ir

www.qom.gov.ir 
www.atf.gov.ir
www.press.gov.ir
www.iranembassy.org.za 
www.iranembassyjp.org
www.shia.iranembassy.co.zw 
www.iran-embassy-oslo.org
www.iran.iranembassy.co.zw 

Famous web Defacements and Computer attacks against Iran



picshop.ir popular.ir
poya-sanat.ir practice.ir
pyrogen.ir radio-parsa.ir
rahasepehr.ir rahbari2.ir
rahgoshaa.ir ramiz.ir
netspeed.ir nikmobile.ir

nooshabe.ir 
notice-ht.ir
oep.ir 
manaka.ir
pvcpipeandfittingasoo.ir
pvcpipeandfittingasso.ir 

 XP-Group Hacked into over 300 Iranian web sites in the cyber war between Sunni and 
Shiiaas in 2008, the most famous sites of this list was Alkawthar TV channel, and the Ministry 
of Industry web site, here is a sample list of the some hacked web sites:

Famous web Defacements and Computer attacks against Iran

Iran Web Sites Attacks by XP-Group:



Famous web Defacements and Computer attacks against Iran

Iran Web Sites Attacks by Individuals:



Iran Web Sites Attacks by Individuals:

Famous web Defacements and Computer attacks against Iran



Famous web Defacements & Computer attacks in:

Egypt



There is no known mass spreading cases or targeting a computer systems happen before in 
Egypt, but it seems that there is few number of computers Hacked by: Duqu and Flame.

Web Sites Attacks:
Iran Hackers Attacks
Israel Hackers Attacks
DDOS attacks against Link.net DNS
DDOS attacks against Egyptian government web portals.

Famous web Defacements and Computer attacks against Egypt

Computers and Networks Attacks:



Famous web Defacements and Computer attacks against Egypt

Attacks on Egyptian Web Sites by Iranian Hackers:



Famous web Defacements and Computer attacks against Egypt

Attacks on Egyptian Web Sites by Israeli hackers:



Famous web Defacements and Computer attacks against Egypt

Attacks on Egyptian Web Sites by Israeli hackers:



Famous web Defacements and Computer attacks against Egypt

DDOS attacks against Link.net DNS

 In June 2011, Naguib Sawiris the famous Egyptian business man published an image on 
his twitter account, that image Raised a lot of hate towards him, which caused some 
Hackers to start a huge DDOS attack against Link.net DNS servers, that DDOS attacks 
taken down all the web sites used link.net DNS, such as:
Mobinil.com, Masrawy.com, Yallakora.com and other web sites related to link DNS. 



Famous web Defacements and Computer attacks against Egypt

DDOS attacks against Egyptian Government portals.

 In 2011, During the Egyptian revolution, Anonymous group started huge DDOS attack 
against government portals, that DDOS attacks taken down most of the .gov.eg web sites,
They tried to mass DDOS against mcit.gov.eg web site but without success!



Famous web Defacements & Computer attacks in:

Israel



Famous web Defacements and Computer attacks against Israel

Attacks by 0xomar
Attacks by Eg-R1z Team
Attacks by Egy-Virus Team
Attacks by Iranian Hackers
Attacks by Un-known Hackers
Web Sites Attacks:
Iranian Hackers Attacks
Arab Hackers Attacks
World Hackers Attacks

Computers and Networks Attacks:



Attacks on Israeli web sites by 0xomar:

Famous web Defacements and Computer attacks against Israel



Attacks on Israeli Computers and Networks by Anonymous:

Famous web Defacements and Computer attacks against Israel



Attacks on Israeli Computers and Networks by Un-known Hackers :

Famous web Defacements and Computer attacks against Israel

Gauss

Gauss has attacked over 2,500 personal computers in the Middle East.



Attacks on Israeli Computers and Networks by Eg-R1z Team:

Famous web Defacements and Computer attacks against Israel



Attacks on Israeli Computers and Networks by Eg-R1z Team:

Famous web Defacements and Computer attacks against Israel



Attacks on Israeli Computers and Networks by Egy-Virus Team:

Famous web Defacements and Computer attacks against Israel



Attacks on Israeli Computers and Networks by Egy-Virus Team:

Famous web Defacements and Computer attacks against Israel



Attacks on Israeli Computers and Networks by Anonymous:

Famous web Defacements and Computer attacks against Israel



Attacks on Israeli Computers and Networks by Iranian hackers:

Famous web Defacements and Computer attacks against Israel



Attacks on Israeli Computers and Networks by Iranian hackers:

Famous web Defacements and Computer attacks against Israel



Attacks on Israeli web sites by 0xomar:

Famous web Defacements and Computer attacks against Israel



Attacks on Israeli Computers and Networks by Iranian hackers:

Famous web Defacements and Computer attacks against Israel



Attacks on Israeli Computers and Networks by Arab hackers:

Famous web Defacements and Computer attacks against Israel



Attacks on Israeli Computers and Networks by Arab hackers:

Famous web Defacements and Computer attacks against Israel



Famous web Defacements and Computer attacks against Egypt

Attacking on Israeli Web Sites by Arab Hackers:



Famous web Defacements and Computer attacks against Egypt

Attacking on Israeli Web Sites by Arab Hackers:



Attacks on Israeli Computers and Networks by Arab hackers:

Famous web Defacements and Computer attacks against Israel



Attacks on Israeli Computers and Networks by Arab hackers:

Famous web Defacements and Computer attacks against Israel



Attacks on Israeli Computers and Networks by European hackers:

Famous web Defacements and Computer attacks against Israel



Attacks on Israeli Computers and Networks by Turkish Hackers:

Famous web Defacements and Computer attacks against Israel



Attacks on Israeli Computers and Networks by Turkish Hackers:

Famous web Defacements and Computer attacks against Israel
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• EG-CERT

• Cyber crime 
investigation 
department
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• IrCERT

• APA-SUcert

• APA-SharifCERT

• MAHER center
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• Il-CERT

• CERT-GOVIL

• ILAN-CERT

• Mamram Unit

Responsible Authorities for Cyber Security



Comparison and Recommendations



Comparison and Recommendations



 We have experts and specialists, but as individuals and not participated in teams.
 Our government is not supporting the Egyptian hackers.
 Curriculum in computer studies universities is too old and not up to date!
 Do we have a team or unit that  can launch and manage a Cyber Warfare?
 In Iran and Israel there is a CERT in the biggest country universities that works as CERT for  the 

university and to help the main country CERT, why don’t we have such things in Egypt?
 There is no security awareness in the real form in our countries.
 Why there is no legislation and laws to curb sabotage operations through the Internet?
 Responsible Authorities in Egypt doesn't have enough permissions to force ISP’s, critical sites, etc to 

apply a security policy or to patch a vulnerability.

Comparison and Recommendations



Questions



Thanks for your time

Starware Security Team
By: Ebrahim Hegazy


